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ABSTRACT 

Current efforts within Information Operations (IO) to effectively measure the 

influence and performance of products used to message primarily human target audiences 

lack the benefits that web-based analytic technologies can provide. This thesis adapts 

previous research dedicated to optical communications through Quick Response (QR) 

codes as a messaging platform to provide a feedback channel for IO messaging efforts 

through optical communications technology. First, these concepts are applied to show 

covert amphibious operations. Optical communications technologies, direct marketing 

principles, and current IO shortfalls are explored to determine whether optical 

communications technologies can provide feedback channels for IO. The results are an 

integration of the analytic techniques used by Internet advertising campaigns 

incorporated into the continuous Observe, Orient, Decide, Act (OODA) loop decision-

making process of IO practitioners. Integration of cyber-related analytic techniques offers 

IO practitioners a larger set of tools to measure message delivery accuracy and gain 

feedback on product effects directly from target audiences. This research recommends 

exploration of applications of cyber-related capabilities associated with QR code 

scanning to provide empirical proof of concept feasibility. The benefit of cyber-related 

analytic tools is an increase in ability to accurately measure effectiveness and 

performance for Information Operations.  
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I. CHALLENGES, MOTIVATION, AND APPROACH 

A. INTRODUCTION 

The ability to operate within the information environment is essential to 

successful military campaigns, yet it presents a difficult and unique set of issues when 

conducting communications among friendly units during the full range of military 

operations. The average military officer immediately thinks of communications in the 

traditional context of information being transmitted via the radio frequency (RF) portion 

of the electromagnetic spectrum (EMS), where data is sent via traditional analog means 

or with an analogy signal modulated to represent the 1’s and 0’s of digital values. 

Communications are essentially one-way or unidirectional, but most often 

communications will elicit a response from the party receiving the information.  

Since all wireless communications transmit over the electromagnetic spectrum, 

and most modern communications use wireless means at some stage, many 

vulnerabilities and limitations result from the use of this medium. First, access to the 

EMS has the potential to be interrupted or jammed, thus denying the use of this medium 

for communications. Second, when electromagnetic emissions are required to be 

controlled or eliminated altogether in order to avoid detection, then communications 

become severely limited. Severely restricted or unavailable communications retard the 

ability of forces to operate in unison as well as command and control of those forces.  

Communications are integral to command and control and are thus one of the six 

Warfighting Functions of the Marine Corps (U.S. Marine Corps, 2005). There is, 

however, the optical channel for communications that has a two-way or bidirectional 

capability to both send and receive required information. Historically, this channel has 

been utilized through flashing lights, flag semaphore, or other relatively slow mechanical 

means. Recent research has provided a potential for employment of Quick Response 

(QR) codes and, alternatively, digital flashing light (DFL) as new means for sending and 

receiving communications covertly in the open.  
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Similar to command and control, within IO it can be especially difficult to 

effectively communicate to a target audience. There are many tools and products used to 

communicate to target audiences; however, the majority of these methods that do not 

involve direct contact are one-way. Given the unidirectional nature of most targeting 

tools and products, forces do not have the ability to directly elicit a response from the 

recipient in order to quickly measure the message’s effectiveness and enhanced 

performance in achieving the desired behavior. Concern arises when a message has the 

potential to achieve a specific behavior from the target audience but ends up producing a 

behavior that is different from the one intended, causing negative effects to the greater 

military operations. This concern leads to a need to measure these effects and 

performance early and often, in order to get ahead of the unintended effects. If friendly 

forces can measure the unintended effects early and often, then it is possible to produce 

messages and themes to manage the unintended effects as well as address the second-

order and third-order unforeseen effects. 

At the core, advertising and marketing campaigns are simply campaigns for 

influence over a population that attempt to achieve a specific response, usually through 

viewership or the purchase of a product. Traditionally, these occurred by identifying 

mediums that the audience frequently used and placing ads in these mediums with the 

hope that members of the desired audience see the advertisement and are influenced 

sufficiently to purchase the product. For example, Nike has a new basketball shoe being 

released and places an ad within the sports pages of a newspaper or in a popular sports 

magazine in anticipation that the readers will see the ad and later purchase the shoe. The 

effectiveness of these ads can only be measured indirectly through the increase in the 

number of sales made, which came via the customer physically entering a retail store and 

buying the product. There may be a strong correlation between increased marketing and 

increased sales, but without further research, a direct relationship is not proven. Direct 

website marketing revolutionized the way advertising agencies were able to tailor ads to 

their intended audiences and achieve greater and more specific influence. A significant 

change that came with direct marketing was the ability to obtain instantaneous feedback 

from the audience that the advertisement reached, creating a two-way communication 
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channel via the Internet. This thesis open the door to similar impacts, effectiveness, and 

performance becoming possible for IO through the use of QR code links to Internet-based 

information, allowing a full OODA loop to become possible where currently only 

broadcast messaging is utilized.  

B. PROBLEM STATEMENT 

The information environment, which includes the human brain, is complex and 

non-quantitative by the nature of the cognitive aspect of human decision making. This 

complexity makes the observation of desired effects especially difficult when the target 

audience of an IO message is a specific person or population. IO currently falls short in 

its ability to quickly and qualitatively provide feedback regarding the influence a 

particular message has on its target audience. Furthermore, there is a lack of application 

in IO of web-based feedback techniques currently used by direct marketing in the private 

sector. More capabilities are needed to accomplish IO effectively.  

C. MOTIVATION AND PURPOSE 

When examining the two-way optical channels that DFL and QR codes provide, it 

appears that a new audience-feedback channel for IO influence can be achieved. Using 

QR codes for communications to and from a target audience can provide a two-way 

medium for influence that includes deeper messaging and incorporates ways to gain 

feedback more quickly and accurately. Coupling this concept with appropriate direct 

marketing techniques used by advertising agencies can potentially allow for quicker 

measures of effectiveness (MOEs) and measures of performance (MOPs), thus leading to 

better tailored, more effective and efficient messaging within IO. The establishment of 

QR codes or other similar technology as links for a two-way medium for influence and 

messaging can provide IO practitioners a new and effective capability. IO messaging 

changes from a send-only broadcast-style effort to audience-directed feedback and a full-

fledged OODA loop. 
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D. RESEARCH QUESTIONS AND HYPOTHESIS 

1. Research Questions 

 How can Line-of-Sight (LOS) optical communication channels be 

established, in the absence of radio frequency communications, for ship-

to-objective amphibious operations in order to demonstrate two-way 

communication? 

 How can a direct feedback loop from target audience to IO-planned 

messaging be established? 

 How can a direct feedback loop from target audience to IO-planned 

messaging help measure the target audience’s response to message? 

 How can a direct feedback loop assist in evaluation of measures of 

effectiveness and performance? 

2. Hypothesis 

Previous concepts established through optical communication channels for 

amphibious operations using DFL and QR codes can lead to a potential follow-on 

application for a direct feedback loop increasing evaluation capabilities for IO messaging. 

If the direct feedback loop can be established, then appropriate direct marketing web-

based evaluation practices can be applied to IO practices and the ability to observe MOEs 

and MOPs will increase. 

E. METHODOLOGY 

This research first examines the challenges of communications in a contested 

environment and provides motivation for a new method of optical communication to be 

used in order to demonstrate the potential of two-way communications provided by 

optical communications. Previous research has validated the ability to use QR codes as a 

means of optical communication. Current research is ongoing with higher quality optical 

devices in the maritime environment. Scenarios will demonstrate the need, as well as how 

the optical communications channel can provide a tactical advantage in both Emissions 

Control (EMCON) limited Amphibious Operations and within IO. A study of how 

advertising and marketing were revolutionized by the feedback loop provided by direct 

marketing will be conducted in order to analyze the methods for potential application to 
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IO. The ability to link QR codes as an optical communications channel that utilizes two-

way communication for IO messaging towards target audiences are explored in detail. No 

field experimentation has yet been conducted.  

F. THESIS ORGANIZATION 

This thesis first explores the concept of optical communications for amphibious 

operations while offering a two-way channel for landing craft and amphibious ships to 

communicate from ship-to-shore as a means to illustrate the two-way communications 

capability provided. It then explores the concept of two-way communication with other 

technologies beyond DFL and optics, such as QR codes scanned by a target audience’s 

cellphone or tablet. Finally, it explores the interaction of target audiences and IO 

practitioners’ decision-making process, and presents direct marketing practices to provide 

more information on the target audience’s reaction via a feedback loop. Profound 

relationships and changes for IO are beginning to emerge.   

Chapter II lays the baseline of knowledge for the proceeding chapters by 

referencing previous works on QR codes, as well as studying different areas of potential 

application. Two Naval Postgraduate School theses focused research on the technical and 

the tactical use of QR codes as digital semaphore for the U.S. Navy’s ships as a means of 

EMCOM communications. This chapter also synopsizes the baseline of knowledge to 

understand IO’s basic principles, and takes a quick look at Edward A. Smith’s idea of 

effects based approaches to operations.  

Chapter III focuses on the application of optical communications and their 

capabilities. It examines DFL and then provides a more in-depth look at the applications, 

capabilities, and technical side of QR codes. The chapter also provides a vignette using 

an amphibious landing scenario. Chapter IV analyzes the revolution that occurred in 

advertising and marketing when direct marketing techniques began to grab the attention 

of major corporations. Chapter V explores how to achieve the feedback channel for IO by 

discussing current shortfalls, providing examples and a vignette, and finally examining 

Boyd’s Observe, Orient, Decide, Act (OODA) loop from an IO perspective. Finally, 

Chapter VI concludes the thesis with recommendations and opportunities for future work.  
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The appendices offer the reader several resources that are beneficial for the 

comprehension of IO Information-Related Capabilities (IRC) and QR code basic 

concepts and principles. Appendix A provides an adaptation of the definitions of the IRC 

from Joint Publication 3–13, Information Operations, in order to provide the reader with 

a succinct overview of the IRC. Appendix B provides the Wikipedia QR code page as a 

reference, which is accurate as of the date in this thesis. Appendix C is a QR code flyer 

from the Network Optional Warfare (NOW) NPS Wiki page. 

G. BENEFITS OF STUDY 

The goal of this thesis will be to examine the application of optical 

communication during an amphibious operation in order to apply the identified benefits 

and characteristics to optical communication, web-based analytic, feedback channels for 

IO. This will lead to the idea of a two-way communication channel that is outside the RF 

portion of the EMS and can provide other potential military force applications. QR codes 

will be presented as one possible platform for two-way communications with target 

audiences. This platform will be presented in conjunction with an examination of current 

IO doctrine and tactics in order to improve the effectiveness and performance measuring 

of information-based influence on target audiences through communications channels 

utilizing a two-way communication concept as a method to create a feedback loop.  

Additionally, IO practitioners can benefit from the study of advertising and 

marketing agencies’ web-based techniques used in direct marketing. This can lead to 

advances and integration of cyber capabilities that can thoroughly benefit the intelligence 

process, targeting, MOEs and MOPs for IO campaigns.  

The ultimate benefit will be to provide IO practitioners with a new application 

and concept for more immediate feedback to messaging MOEs and MOPs. However, 

there will still be limitations within less technologically developed operating 

environments. Important recommendations regarding potential future effectiveness and 

performance measures of IO are expected.   
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II. DOCTRINE AND RELATED WORKS 

A. OVERVIEW 

This chapter will focus on the previous work dedicated to discovering optical 

communication channels beyond DFL and flag semaphore. Two theses have researched 

and written on the subject of digital semaphore, with one focusing on the tactical 

implications of QR codes used for optical communications and the other on the technical 

aspects of QR codes and the optical channel they present. Both theses combined efforts 

for experimentation with basic optics and QR code processing. The concepts of IO will 

be presented so that the reader will possess a basic understanding of the complexities 

presented by the information environment as well as the difficultly in measuring 

messaging effects and performance. Effects-based operations (EBO) will be addressed 

specifically in regards to the complexity of these operations. Finally, the chapter will 

conclude with the problem description. 

B. INFORMATION OPERATIONS (IO) 

Just as the Industrial Revolution changed the mechanics of how the world 

operated within business, warfare, and everyday life, the advancements within 

information technology has also changed the way the world operates. These advances 

have ushered in the “Information Age” which can be characterized by  

the widespread proliferation of emerging information and communication 

technologies and the capabilities that those technologies provide and will 

provide humankind to overcome the barriers imposed on communications 

by time, distance, and location and the limits and constraints inherent in 

human capacities to process information and make decisions. (Alberts, 

1997, p. 2)  

If the world has in fact entered into the Information Age, then this means an 

embarkation “on a journey in which information and communications will become the 

dominant forces in defining and shaping human actions, interactions, activities and 

institutions” (Alberts, 1997, p. 2).  
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Since the expansion of information technology has led to a new era within the 

world, then warfare must also enter a new era, IO or Information Warfare (IW) as the 

Marine Corps refers to it. Joint Publication 3–13, Information Operations, defines IO as 

“the integrated employment, during military operations, of Information-Related 

Capabilities in concert with other lines of operation to influence, disrupt, corrupt, or 

usurp the decision making of adversaries and potential adversaries while protecting our 

own” (U.S. Joint Chiefs of Staff, 2012, p. 84). Within the DOD’s doctrine for IO, the 

definition of the information environment is as, “the information environment is the 

aggregate of individuals, organizations, and systems that collect, process, disseminate, or 

act on information” which consists of three separate but related dimensions; the physical, 

information, and cognitive (U.S. Joint Chiefs of Staff, 2012, p. 18). 

1. Physical Dimension 

Joint Publication 3–13 defines the physical dimension to be “composed of 

command and control (C2) systems, key decision makers, and supporting infrastructure 

that enable individuals and organizations to create effects” (U.S. Joint Chiefs of Staff. 

2012, p. 19). It is seen as the actual physical environment in which these platforms and 

people interact. Joint Publication 3–13 states that “the physical dimension includes, but is 

not limited to, human beings, C2 facilities, newspapers, books, microwave towers, 

computer processing units, laptops, smartphones, tablet computers, or any other object 

that is subject to empirical measurement” (U.S. Joint Chiefs of Staff. 2012, p. 19). Figure 

3 summarizes the physical to be “Tangible, Real World.” This is traditionally where 

military leadership applies tactics, fight battles, and measure the success of a campaign or 

operation, hence the key terminology of empirical measurement.  

2. Information Dimension 

As Figure 3 shows, the information dimension is best represented as Data-Centric 

(U.S. Joint Chiefs of Staff, 2012). Joint Publication 3–13 describes it as encompassing 

“where and how information is collected, processed, stored, disseminated, and protected. 

It is the dimension where the C2 of military forces is exercised and where the 

commander’s intent is conveyed. Actions in this dimension affect the content and flow of 
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information” (U.S. Joint Chiefs of Staff. 2012, p. 20). This dimension really can be seen 

as the link of how data or information is transmitted between the participants or 

audiences.  

3. Cognitive Dimension

As was quoted earlier by Alberts (1997) in reference to the Information Age, the 

information is targeted at the “human capacities to process information and make 

decisions” or in other words, the cognitive dimension (p. 2). According to Joint 

Publication 3–13, Information Operations, “the cognitive dimension encompasses the 

minds of those who transmit, receive, and respond to or act on information” (U.S. Joint 

Chiefs of Staff. 2012, p. 20). How people receive and respond to information is 

drastically different between groups and individuals. The factors that can shape the 

reception and response to information can range from emotions, upbringing, culture, 

education, mental stability, religious beliefs, and even chemical imbalances within the 

person. This shows the complexity of the cognitive dimension, and thus is why defining 

these “factors in a given environment is critical for understanding how to best influence 

the mind of the decision maker or create the desired effect” (U.S. Joint Chiefs of Staff. 

2012, p. 20). Due to this complexity and the fact that decisions are made in the cognitive 

dimension, many will agree that this is the most important component of the information 

environment (U.S. Joint Chiefs of Staff. 2012). 

Each dimension is influenced by and has influence on each of the other 

dimensions. Information flow can skip the physical dimension and make it straight into a 

human’s brain via the direct connection from information dimension to the cognitive 

dimension, as shown in Figure 1. However, the flow of information can also be easily 

passed over the physical dimension before influencing the cognitive. Many other possible 

paths of information flow between the dimensions are possible. Figure 1 is the interaction 

of all three information dimensions per Joint Publication 3–13 
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The Information Environment interacts between all dimensions in Figure 1. 

both directions. Source: U.S. Joint Chiefs of Staff. (2012). 

4. Information-related Capabilities

IO is the coordination of Information-Related Capabilities (IRC). Per Joint 

Publication 3–13, the IRC include, but are not limited to Strategic Communications, Joint 

Interagency Coordination, Public Affairs (PA), Civil-Military Operations (CMO), 

offensive and defensive Cyberspace Operations, Information Assurance (IA), Space 

Operations, Military Information Support Operations (MISO), Intelligence, Military 

Deceptions (MILDEC), Operational Security (OPSEC), Special Technical Operations 

(STO), Joint Electromagnetic Spectrum Operations (JEMSO) or Electronic Warfare 

(EW), and Key Leader Engagement (KLE). When the IRC are properly coordinated, they 

can complement one another without conflict and are able to then influence a target 

audience’s access to, or perception of, information. Further descriptions of the IRC are 

listed in Appendix A. 
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5. Requirement for Measures of Effectiveness (MOEs) and Measures of 

Performance (MOPs) 

In the DOD’s Information Operations Directive, DoDD 3600.01, the policy for IO 

across all components of the DOD is defined. The directive states that “DOD IO 

programs and activities will incorporate an explicit means of assessing the results of 

operations in relation to expectations” (Department of Defense, 2013). This policy simply 

states that all IO activities need to have associated MOEs and MOPs. There is no issue 

with creating a MOE on paper, however, it has proven difficult for current IO 

practitioners to fully accomplish quantitative and qualitative means to assess the results. 

The fundamental root-cause difficulty is that without a meaningful way to measure target 

audience effects, no realistic or timely MOE are truly possible. While IO effects from 

certain IRCs are currently easier to measure, such as those for EW, others like MISO 

have a much more difficult time measuring their effects because their target is the 

complex human decision-making process, in the cognitive environment. 

C. EFFECTS-BASED OPERATIONS (EBO) 

Edward A. Smith’s Effects-Based Approach to Operations describes very similar 

principles to those of IO. The idea is to focus on “a desired end result” or effect (Smith 

2006, p. vi). Effects-based operations (EBO) are “coordinated sets of actions directed at 

shaping the behavior of friend, foe and neutral in peace, crisis, and war” and can be 

characterized by “a focus on the human dimension of competition and conflict; the 

consideration of a full spectrum of actions whether in peace, crisis, or hostilities; a 

multifaceted, whole-of-nation concept of power; and the recognition of the complex 

interconnected nature of the actors and challenges involved” (Smith, 2006, p. 95–96). 

Smith’s major arguments for EBO are derived from the fact that decisions made during 

operations have many different possible outcomes, which do not necessarily follow a 

specific order, and thus can be incredibly difficult to predict whether the desired outcome 

will be achieved by one specific input. In his words, it is the “array of interdependent 

variables in which the chain of causes and effects between an action and an outcome will 

seldom if ever be the same, in which outputs are not proportionate to inputs” (p. xi).  
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Specifically, EBO is focused on four domains; physical, information, cognitive, 

and social. These domains obviously have a very similar connection to the dimensions of 

the information environments, with the added complexity of the social domain. The first 

three domains are what make up the action-reaction cycle or how actions effect the 

decisions of humans, which is depicted in the cognitive, information and physical domain 

boxes of Figure 2. The steps of the action-reaction cycle are sense-making, decision 

making, and execution. While the whole of the action-reaction cycle is important, Smith 

places significant importance upon the human influence of the domains within the cycle 

because “all effects-based approaches are ultimately about shaping human perceptions 

and behavior, and because they depend heavily on human beings to make the complex 

estimates and decisions involved” (Smith, 2006, p. ix). This is the cause for adding the 

social element on top of the existing domains of the information environments for EBO. 

Figure 2 shows the action-reaction cycle with the social domain added given by EBO. 

 

 The Action-Reaction Cycle integrates the Social Domain for further Figure 2. 

complexity. Source: Smith (2006). 
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In order to implement EBO, the action-reaction cycle must be organized, or 

simplified, in a manner that the processes of assessment, planning, and execution can be 

placed into the hands of the military decision makers. The result that Smith (2006) 

created took the sense-making, decision making, and execution aspects and paired them 

with assessment, planning, and execution with influence from the social domain directly 

infusing into each step. The result is shown in Figure 3.  

 

 EBO Planning/Action-Reaction Cycle involves social influence. Figure 3. 

Source: Smith (2006). 

The complexity of the cognitive environment and the importance of influence in 

this environment during military campaigns and operations leads to the question, how can 

military leadership create strategies and tasks for information operations? The purpose 

should not be to solve this complexity, but the answer is EBO. This is because “an 

effects-based approach is about maintaining a laser-like focus on the ‘why’ of a mission 

rather than a given approach or means to that end” (Smith, 2006, p. v). The concept of 

EBO does not need to be executed perfectly, “only better than (the) opponents” (Smith, 

2006, p. xv). When this same concept is applied to the OODA loops in Chapter V, it is 
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associated to the notion of “getting inside the opponents OODA loop” and has 

fundamental value. 

D. DIGITAL SEMAPHORE USING QUICK REACTION (QR) CODES 

1. Overview 

Line-of-sight (LOS) communication has been a critical element of all tactical 

operations within military history and even more so in modern military tactics with the 

shift to maneuver warfare and decentralized command. LOS communications are 

typically conceptualized by military leaders in current tactical environments through the 

EMS in the form of high frequency (HF), very high frequency (VHF), and ultra high 

frequency (UHF). The limitation of communications to this portion of the EMS is, 

however, not necessary. Basic hand and arm signals are taught to every Marine while 

learning fire team and squad tactics, which is a form of LOS communication that does not 

involve any detectable acoustic or RF signature. The use of flags onboard naval vessels to 

communicate between ships during underway replenishment is still a common practice, 

also known as flag semaphore. Additionally, light has been used throughout history as a 

form of signaling, seen in Figure 4. One of the most famous examples of the use of light 

signaling is documented through words of Henry Wadsworth Longfellow in the second 

stanza of his poem Paul Revere’s Ride. 

He said to his friend, “If the British march  

By land or seas from the town to-night,  

Hang a lantern aloft in the belfry arch  

Of the North Church tower as a signal light, —  

One if by land, and two if by sea;  

And I on the opposite shore will be,  

Ready to ride and spread the alarm  

Through every Middlesex village and farm, 

For the country folk to be up and to arm.”  
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Paul Revere’s Ride is an example of early optical communications Figure 4. 

to spark a warning of imminent attack. 

Source: Wikimedia Commons (n.d). 

The story of Paul Revere’s ride is commonly taught in the American school 

systems during primary education, yet despite early exposure to such concepts, the 

modern U.S. military as a whole rarely trains or plans to use simple concepts such as light 

signals. Rather military planners solely rely on complex technologies that are vulnerable 

to exploitation and counterattack. Communications utilizing HF, VHF, and UHF are 



16 

susceptible to detection and interception, as are optical communications, but more 

specifically they can be jammed so that the communications cannot be received.  

The problem with the susceptible nature of radio frequencies (RF), like VHF, as a 

means for communications is that if it is in fact interfered with, the ability to conduct 

coordination between units and higher headquarters is severely limited or completely 

defeated. A potential workaround to RF interference was conceptualized by a team at 

Consortium for Robotics and Unmanned Systems Education and Research (CRUSER) 

Warfare Innovation Workshop (WIW) at the Naval Postgraduate School (NPS) in 2011. 

The team’s solution adapted traditional flag semaphore and combined the use of QR 

codes to optically communicate. As Richter states, “the use of QR codes for visual 

communications has been coined Digital Semaphore” (2013, p. 1).  

2. CRUSER

Consortium for Robotics and Unmanned Systems Education and Research 

(CRUSER) is a research and education group at NPS, which is dedicated to developing 

technologies and solving problems with robotic and unmanned systems through 

innovation. The WIW in 2011 was “envisioned to provide a concept and/or mission 

thread to guide CRUSER research activities” (WIW, 2011, p. 3). The purpose of this 

WIW is further shown from the following paragraph.  

Concept generation is one of CRUSER’s basic design tenets, and this 

workshop’s primary goal. The mission directive given to the teams was to 

generate ideas and concepts for employing UxS in dangerous and dirty 

environments to accomplish specific missions. They were asked to 

emphasize current or programmed systems where incremental or 

evolutionary technical changes could have revolutionary operational 

effects. (WIW, 2011, p. 9)

During the CRUSER WIW in 2011, the concept of utilizing QR codes as digital 

semaphore to communicate outside of the RF portion of the EMS in a tactical 

environment was first presented. The team that provided this solution consisted of Army, 

Navy, and Marine Officers, along with engineers from the California Institute of 

Technology, the National Aeronautics and Space Administration Jet Propulsion 

Laboratory, and Space and Naval Warfare Systems Command Systems Center Pacific—
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TEAM Piranha. They were given a specific set of problems to solve from a given military 

war-gaming scenario.  

TEAM Piranha’s overarching intent was to compel the enemy to withdraw 

from the area without resorting to armed conflict in order to support 

freedom of mobility for U.S. and allied interests. Key factors the team 

considered in developing their strategy included geographic and overall 

strategic elements. The adversary armed asset sites given in the scenario 

provided area denial capability. (WIW, 2011, p. 22) 

Within the team’s presented scenario, they laid the following criteria for potential 

solutions: 

TEAM Piranha prefaced their concept generation with a discussion of 

solution criteria, proposing that any solution should minimize the risk of 

escalation and risk to U.S. personnel life. Concepts should also maximize 

use of existing technologies and retask or modify their capabilities. 

Finally, any concepts considered were evaluated using the following four 

factors: 1) Unmanned 2) Cost 3) Benefit 4) “Wow” factor. (WIW, 2011, p. 

23) 

QR code generation used to support digital semaphore was presented as part of 

the team’s concept for support to direct operations. The idea they presented came from 

the desire to transmit communications passively over distance. 

Simple data matrices like quick response (QR) codes or bar codes can be 

displayed on digital screens (or use physical panels that flip over from 

white to black). The message recipient uses a high resolution camera (a 

satellite, airplane, UAV, etc.) to view the image and process the code into 

usable data. The message sender could be a semi-submersible UUV that 

can get to the surface but does not want to expose itself. The concept 

could also be used for sending messages between ships, ship to shore, 

shore to ship, etc. 

This concept’s benefits include: a low observable signature because the 

message sender is not actively transmitting a signal, low power required 

because there is no active signal, potential for long range because it would 

only be limited by the camera’s power, applicability to many platforms 

(e.g. UxS, ships, aircraft, satellites, shore sites, covert embedded assets, 

etc.), a relatively high data rate compared to many other passive 

communications systems, and it could be used not only in the visual 

spectrum, but also with IR if heated panels are used, or radar if panels with 

different radar reflectance are used. 
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The drawbacks to this concept include: it is limited by environmental 

conditions such as line of sight, visibility, haze, clouds, dust, etc.; it is 

potentially difficult to receive a message from non-steady platform such as 

a USV at long distances; if two-way communications are desired, a high 

resolution camera on both platforms to receive messages is required. 

(WIW, 2011, p. 23–24) 

Another CRUSER-sponsored workshop (Digital Semaphore, 2012) took the 

digital semaphore concept presented during WIW and showed proof of concept for the 

optical communications medium. As Lucas notes on the results of the CRUSER 

workshop, “increasing use of online and offline QR code creation applications in industry 

and the availability of digital storage allow users to find, encode and decode these two-

dimensional barcodes with few barriers to success” (p. 18). While the workshop showed 

ease of processing the QR codes, it also identified that to operate within the complexities 

of a tactical environment, specific equipment and technology are needed for successful 

implementation (Digital Semaphore, 2012).  

During the follow-on CRUSER work, two U.S. Naval Academy Midshipmen 

demonstrated the ability to quickly create and process QR codes through software 

developed by Mike Bailey and the Scenario Authoring and Visualization for Advanced 

Graphical Environments (SAVAGE) Lab. This was the proof of concept for QR code 

streaming communication. The Midshipmen were able to type messages into the 

program, which then created a QR code and displayed that QR code onto a screen. The 

receiving party’s laptop webcam captured the QR code’s image from the screen and then 

the corresponding laptop decoded the QR code. The decoded QR code was displayed as 

text within a text chat window that the Midshipman then read. The Midshipman who 

received the first QR code was able to read the message, cognitively process the message 

and reply within the text chat window. The process was repeatable so that the 

Midshipman, who sent the first message, was then the receiver and a stream of optical 

communication between the two separated parties was established (Tactical QR Code 

Communication, n.d.).  

The work done by the CRUSER workshops lead to the tactical and technical 

theses using QR codes for digital semaphore by NPS student, Richter and Lucas, 



19 

respectively. These two theses were done in collaboration together, thus much of the 

information presented by each overlaps.  

3. Tactical Implications

Richter (2013) addressed the issue of providing the U.S. naval fleets with a new 

method of visual communications from ships to planes and UAVs at a tactical level in his 

master’s thesis; Digital Semaphore: Technical feasibility of QR code optical signaling for 

fleet communications. This problem was addressed in order to enable forces to maintain 

operational effectiveness when emission control restrictions are imperative to mission 

success. Richter’s thesis looked at related works on digital visual signaling through 

digital semaphore and provided a historical look at the importance of maritime 

communications and visual communications, including the methods by which these are 

accomplished. Electronic line-of-sight communications, to include UHF and VHF, were 

addressed by their advantages and disadvantages. In another chapter, Richter discussed 

the topic of emissions restrictions from emissions control to the effects of 

electromagnetic radiation on ordinance aboard ships and aircraft in order to add to the 

importance of non-electromagnetic means of communication. Richter’s research methods 

and experimental results and analysis were discussed, as well as further recommendations 

for work were given, of which was that of “Capabilities Beyond Naval Applications.”  

An important part of Richter’s argument formation is the historical use and 

effectiveness of visual signaling. The Battle of Trafalgar is used to “demonstrate the 

importance of visual communications in a time where radio frequency line-of-sight 

communications were not yet in existence” (Richter, 2013, p. 13). Admiral Horatio 

Nelson was able to maintain command and control of his fleet as well as communicate 

tactical maneuvering of his fleet in order to exploit weaknesses in the formations of the 

French fleet. Richter also uses World War II as an example of a period when radio 

communications were standard operating procedure (SOP) but visual communications 

were still utilized in the “event radio communications were destroyed due to the nature of 

the war” (p. 15). Richter concludes the section of history by demonstrating that the use of 

flag semaphore, flag hoist communications, and light communication have been effective 
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for the duration of their employment due to the simplicity of the methods coupled with 

simplicity of the required equipment. He also addresses the disadvantages of such 

signaling methods.  

After conducting qualitative and quantitative analysis through simulations and 

field experimentation involving UAV QR code reading, Richter concluded that 

the results of this research show that there are numerous advantages to QR 

codes for communications in a tactical environment. QR code 

communication provides numerous advantages over traditional RF LOS 

communications. Since QR codes can be a visual method of 

communicating, there are nor RF emission, which greatly reduce the 

possibility of detection, intercept, and exploitation. (p. 115).  

However, there were concerns that arose during experimentation. Movement of 

QR codes while sensing has yet to be tested and caused concerns as to the feasibility of 

processing. Additionally, due to experimental restraints on equipment, no detection past 

five hundred yards was achieved, however it is likely that detection can occur at multiple 

miles if higher quality equipment is used (Richter, 2013).  

Richter visually depicts basic tactical scenarios for how QR code signals 

communication or digital semaphore can be used with an operational concept graphic, 

Figure 5. This graphic represents the ability for satellites, UAVs, aircraft, and ships to be 

able to maintain the line-of-sight needed to optically read the QR code images created 

from the information needed to be shared. The final link is satellite communication back 

to the secured headquarters outside the conflict zone.  
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 Operational concept graphic (OV-1 diagram) for the tactical Figure 5. 
implementation of QR codes as a visual communication method. The 
figure visually depicts that “QR codes allow emissions control to be 

achieved for a full range of in-theater fleet tactical operations.” 
Source: Richter (2013). 

4. Technical Feasibility 

The technical side of Richter’s thesis was examined by his classmate, Lucas, in 

the master’s thesis titled “Digital Semaphore: Technical Feasibility of QR Code Optical 

Signaling for Fleet Communications.” Where Richter analyzed the tactical side of using 

QR codes in signals communication, Lucas attacked the technical aspects of QR code 

design and processing. While this was the major focus of the thesis, Lucas also gave a 

brief overview of complications of radio line-of-sight as well as other forms of visual 

signaling.  

Lucas broke down the history of barcodes, which are a one-dimensional and less 

complex visual data storage method that has been used much longer than QR codes. This 

laid the groundwork for the more complex two-dimensional QR code to be created. Lucas 

discusses the potential advantages and disadvantages of using QR code for tactical 
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communications while addressing the security concerns of displaying the code in the 

open. The benefits where that QR digital semaphore offers “communications between 

tactical units are more discrete, more difficult to jam, and can be conducted in an 

emissions-denied environment” as a quick and effective alternative to LOS voice 

communications (p. 2). The disadvantages showed that 

using QR code as a form of optical communication may be vulnerable to 

nonpermissible environments such as hazy conditions, fog, heavy seas, 

excessive background lighting or insufficient illumination. Unless 

exclusive equipment is used, any unencrypted transmissions may be 

vulnerable to intercept by an adversary. (Lucas, 2013, p. 3) 

The signaling dataflow for QR codes to the receiving end of the line of 

communication was broken down into segments and explained. First, the data is input to 

a QR code creating program, and then the message is encoded where it is broken into 

segments. Those segments are then used to create the QR code image. That image is 

displayed within line-of-sight to the receiving party. The QR code image is captured and 

processed leading to the decoding of the message and output of the data (Lucas, 2013). 

Figure 6 shows this process and can be examined in more detail in both Lucas’s thesis 

and in Digital Semaphore. 
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 Ideal dataflow for a tactical QR code communications system Figure 6. 

considering end-to-end technology factors. Source: Digital 

Semaphore (2012). 

Lucas worked jointly with Richter when it came to simulation and field 

experimentation. His objectives and measurements included maximum range capabilities, 

angular approach measurements of the UAV to the QR display, minimum size of the QR 

code display image, as well as actual QR code construction and reconstruction post 

sensing. One of Lucas’s most significant findings was that if the QR code image taken by 

the UAV or satellite were to process the code after the fact rather than on the spot, the 

decoding performance drastically increased. From Lucas’s technical approach to QR 

code application at a tactical level, he found that most QR codes are readable far enough 

away to make them relevant and that the optical resolution of the observing lens has the 

largest impact on the distance at which a QR code can be read (p. 85). Lucas also found 

that while these limitations in distance exist based on experimental constraints, the 
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introduction of software image-enhancement methods greatly increased maximum 

effective range of the capture.  

E. NETWORK OPTIONAL WARFARE (NOW) 

New technologies certainly enhance current military forces’ ability to fight; 

however, the reliance upon these technologies creates major problems due to the need for 

networking capabilities for communications as previously discussed. The application of 

Network Optional Warfare (NOW) allows forces to avoid constant engagement in 

centralized communications. NOW is achievable “through efficient communications, 

signaling stealth, and deliberate tactical messaging” (Wyatt, 2016). U.S. Forces have the 

ability to operate in coordinated yet independent capacities (and have so for many years) 

but the reliance networking currently required to communicate and deconflict actions can 

become a critical vulnerable exploitable by adversaries. NOW identifies the 

vulnerabilities of constant communication due to dependence on the exchange of 

information and the lack of stealth, and offers as solutions the abilities of stealth, surprise, 

coherence, uncertainty, flexibility, scalability, autonomy and cyber (Wyatt, 2016). QR 

codes offer an essential tool to NOW operations. Appendix C shows NPS’s NOW 

wikipage flyer on QR codes.  

The NOW website includes numerous descriptions and references for Efficient 

Messaging, Optical Signaling, and Semantic Coherence. A blog further describes 

significant development in the evolution of this operational concept. The site can be 

found at https://wiki.nps.edu/display/NOW/Network+Optional+Warfare.  

F. RELATED WORKS LINK TOGETHER 

The research done to develop concepts for employment of newer technologies as 

optical communications lead to the concept of using QR codes to provide a better means 

to measure the effects and performance of IO messaging. The realization of the ability to 

communicate in two directions with optical communications lead to the idea of feedback 

as a form of measurement. QR codes are just one potential application that crosses 

multiple IRC making for enhanced means to assess results of operations in the 

Information Age.  
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G. SUMMARY 

The birth of QR codes as an academic solution to EMCON conditions imposed 

upon naval forces in operational environments during the CRUSER workshop lead to the 

research done by both Lucas and Richter. The implication of naval forces being provided 

an optical communications channel has caught quite a few high ranking Naval Officers’ 

attention. This research continues to be further developed, however it has also opened 

many other potential applications for QR codes. With current IO doctrine, there is a 

major lack of ability to elicit feedback from a target audience to better measure the 

effects of the message. The priority that has been placed on developing IO capabilities 

and its integration into the full range of military operations has led to the need for 

development of new means to measure the effectiveness of effects in the cognitive 

environment. EBO offers good perspective for the complexity and need for specific 

solutions to measure the effect. The chapters that follow show how all these areas can fit 

together to create new and important capabilities for IO.   
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III. APPLYING OPTICAL COMMUNICATIONS CAPABILITIES 

A. OVERVIEW 

As has been outlined by both Lucas and Richter, as well as in previous chapters of 

this thesis, reliance upon communications through the RF portion of the EMS have 

become a critical vulnerability in military operations. The ability of adversary forces to 

intercept, jam, or deny RF communications severely limits and degrades the U.S. 

military’s command and control of forces. Within certain operating environments, a 

historically effective solution can be utilized in order to solve RF communications 

vulnerabilities, visual light. The use of signal lights is not a new concept, but in fact has 

been used throughout history as a means of communication. The simplest implementation 

is lighting a fire or candle to signal the presence of the enemy, arrival of key elements, or 

any other singular communication of an event has been used throughout history. More 

recently, the coupling of the dots and dashes of Morris Code with light created a medium 

using signal lanterns or lamps where words were communicated without audible sound.  

This chapter explores different means of communicating through optical channels 

that are outside of the RF portion of the EMS. Visible light is part of a different portion 

of the EMS that the human eye is capable of capturing. First, a look at Digital Flashing 

Light (DFL), a newer form of flashing light that leaves behind the need for fire or 

lanterns as light sources. Similar to DFL, is also the ability of using Light Fidelity (Li-Fi) 

Networking to provide more secure, less vulnerable channels via visual light 

communication (VLC). After DFL, a further step is taken in optical communications 

channels by applying the visual nature of QR codes and their capabilities. Finally, the 

potential value of these capabilities is illustrated in a vignette where an amphibious 

landing forces moves from ship-to-shore without RF communications.  

B. DIGITAL FLASHING LIGHT (DFL) 

1. Principles of DFL 

In order to understand what DFL is, first an understanding of simple flashing light 

communication must be achieved. In 1843, Samuel F. B. Morse invented a new means to 
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transmit text-based messages, Morse code. Morse code originally defined each letter in 

the English alphabet by combinations of dots and dashes, which is able to be transmitted 

via telegraph, sounds, or flashing lights. These dots and dashes are translated into periods 

of exposure of light with a darkness, or obstruction, between the periods of exposed light, 

which can be seen by the human eye over LOS during low-light or darkness. The flashing 

light can sometimes be seen past the typical LOS distance if reflected off of clouds. 

Using the United States Navy (USN) as an example, the flashing light communication 

“started out utilizing lanterns which required fuel” but later “started using the arc-signal 

searchlight which had a quick-closing, venetian-blind shutter, which allowed signals to 

be sent quick” (Richter, 2013). 

DFL differs from flashing light because it is not operated by a human who 

obstructs the light source to represent the breaks within Morse code that form and 

represent the message. It is instead the automated flashes of light that are a result of 

human language input into and information technology-based (IT) program that transmits 

and receives the message via a bit-derived programming language and then retranslates it 

to human-readable language. The flashes of light can mimic Morse code or bit 

communication via coding, i.e., ones and zeros. DFL cuts out the traditionally trained 

communicator who must know Morse code in order to transmit and receive the message.  

2. Visual Light Communication (VLC) 

VLC is a recent and seemingly more passive utilization of light to communicate. 

VLC is illumination plus communication; Illumination + Communication = VLC (Visual 

Light Communications, n.d.). The difference between DFL and VLC, as accepted by 

several authorities, is that VLC is constantly illuminating and not relatively slowly 

switching on and off repeatedly, but rather switching on/off or adjusting the dimness of 

the light at a frequency which the human eye cannot sense, in order to transfer the high 

bit-rate information from one party to another. The switching occurs at such a high 

frequency that it must be controlled by a computer, and that the communication cannot be 

deciphered except by a similarly high-speed receiving sensor, thus making the originator 
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look like strictly an illumination source to all other observers (Visual Light 

Communications, n.d.).  

The ability to use VLC as a form of communication to send messages and data 

has come from the widespread development of light-emitting diode (LED) technology. 

LEDs are like silicon chips found in modern technology because they are semiconductors 

that can be switched on/off at high frequencies. This separates LEDs from regular 

fluorescent and incandescent light bulbs (Visual Light Communications, n.d.). LEDs 

offer more advantages over incandescent light bulbs as well; they emit more lumens per 

watt thus making them more energy efficient, they can be smaller in size with the same 

lumen output, they do not take the same amount of time to light up, they are able to be 

cycled due to the semiconductor nature and thus last longer, they do not heat up as 

drastically as other light sources, they are more durable in nature, and they can be 

designed to focus the light due to the flexibility in packaging (Using Light-Emitting 

Diodes, 2008). Due to these advantages, they have been developed for home and 

consumer use, which has led to a cheaper cost of production and advancement of 

capabilities. The time and research put into the development for energy efficiency has 

ultimately led to the opportunity for the development of VLC (Visual Light 

Communication, n.d.).  

There are three other areas that are highly related to VLC: free-space optical 

communication, Li-Fi, and optical wireless communication (OWC). Li-Fi will be 

discussed later. Free-space optical communication is an expanded interpretation of VLC, 

in that it also includes ultraviolet and infrared wavelengths (Visual Light 

Communication, n.d.). Free-space optical communication is an area of development that 

can be further researched for limiting RF communications, as well as for benefits that are 

not available with visible light. For the most part, DFL and VLC are similar in 

employment and thus are referred to interchangeably when speaking of the employment 

of visual light sources for communications. Figure 7 shows the elementary concept of 

both DFL and VLC, with the exception of the flashing or blinking.  
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 Digital Flashing Light (DFL) shows data flowing from light source Figure 7. 

to human interfacing platform. Source: Visible Light 

Communications (n.d.) 

3. Advantages of Light-based Communications 

First, the advantages of simple light communication are so significant that they 

are reiterated from Richter’s thesis as to focus on the principles of light over RF first, and 

then DFL and VLC technological advantages are given. When comparing visible light to 

voice communication, which travels at the speed of sound, visible light is faster as it 

travels at the speed of light just as all electromagnetic waves travel. Morse code’s 

universal employment and history make it a capable language for flashing light 

communication, but this can also be interpreted as a disadvantage. Light is not capable of 

being detected through the transmission of energy like RF can, which leads to the fact 
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that light is not capable of being jammed the same way that RF is. Unlike RF, which can 

be intercepted without the knowledge of its source, the directionality and maximum-

range attributes of a light-based communication system must already be visibly detected 

prior to being able to intercept or eavesdrop on the transmission via LOS without 

obstructions (Richter, 2013). 

When examining light-based communications technologies, such as VLC, as a 

form of data transfer, visible light offers many advantages as a supplementary technology 

to current mainstream RF communication technologies. By no means does one replace 

the other, but VLC serve as an compliment to the other in specific environments. This is 

because RF frequencies range from 3 kilohertz to 300 gigahertz, whereas visible light 

ranges from 430 terahertz to 750 terahertz. This offers a much larger range of available 

frequencies yielding greater bandwidth (Barney, Dich, & Koufos, 2014). The visible light 

range is approximately 10,000 times larger than the RF frequency range as can be seen in 

Figure 8 (Haas, 2013). The frequency range does not only benefit from larger bandwidth 

but also creates more space for less interference.  

Within military environments, there are sensitive RF frequencies that can 

potentially cause unwanted detonation of munitions, Hazards of Electromagnetic 

Radiation to Ordinance (HERO), but the visible light frequencies do not cause damaging 

interference with the weapons systems that potentially can cause unwanted detonation 

(Richter, 2013). Similar considerations pertain for the natural emission of detectable 

signals from electricity traveling through wires in order to send communications; better 

known as Tempest. Outside of the military, there are vital technologies that are at risk of 

interference from RF transmissions that can result in functionally failure; hence, there are 

regulations guiding the use of RF frequencies in order to deconflict overlapping 

frequencies to avoid unintended jamming. (Barney, et al., 2014).  

Another advantage offered is transferring data over the larger bandwidth results in 

the ability to bring faster transfer speeds to user devices. Since light sources are literally 

everywhere that electricity runs in the modern world, the abundance of platforms already 

exist and only require implementation of the programing concepts and technology 

(Barney, et al., 2014).  
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 Electromagnetic spectrum (EMS) used to show the comparison of Figure 8. 

radio and visible light frequencies.  According to Haas (2013),“the 

electromagnetic spectrum and the vast potential of unused, 

unregulated, safe green spectrum in the visible light part. The visible 

light spectrum is 10,000 times larger than the entire radiofrequency 

spectrum” (p. 1). Source: Haas (2013).  

4. Disadvantages of Light-based Communications 

Presented disadvantages first look at the specifics of the general disadvantages of 

light before looking at the disadvantages of technology-based light communications. 

With Morse code’s universal employment, the use of this code language with flashing 

light or digital flashing light affords the ability for an adversary to intercept and translate 

the message if captured within LOS. Along the same lines, the recipient must be in LOS 

of the transmitting light (Richter, 2013). This leads to the disadvantage of requiring a 

LOS without any obstruction, as an obstruction leads to the inability to receive portions 

of the message. If an intermediate portion of a message is missed, there might be no way 

to know that a portion was missed without human cognition. Even so, in some cases this 

can be problematic. For example, if the message “do not launch the missile” with the 

preamble and indication of the conclusion of the message is transmitted, but the 

intermediate portion, “do not,” is not received and only “launch the missile” is observed 

then the operator does not know that they are supposed to refrain and will take the 

message as a direct order to launch. Thus, message-integrity techniques must be included 

as part of optical communications. 
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The necessity to be close to boresight and within LOS of the light source can be 

seen both as an advantage and as a disadvantage. The inability for the visual light 

frequencies to propagate through any opaque and solid limits the application and situation 

for which it can be used. However, such a constraint can be considered a benefit rather 

than a limitation when applied correctly. For example, when transferring data a security 

benefit does arise. Eavesdropping is no longer a potential threat, and the data can be 

quickly and directly transferred from one device to another. Another example might be 

within a non-secure environment, when sensitive information can still be easily 

transferred from one computer, tablet, or phone to another without interference with the 

wireless communication (assuming the room being used is not being visually recorded). 

Even within a closed room environment, VLC does have limitations based upon ambient 

light. This can create a low signal-to-noise (SNR) ratio, which will disrupt 

communications via the illuminated light communication source and the rest of the light 

within the room (Barney, et al., 2014).  

5. Light Fidelity (Li-Fi) Networking 

The advantages of VLC for optical communications compliment other forms of 

communication or potentially can even replace them. OWC currently offers the ability to 

free bandwidth within the RF spectrum by assuming most the data transfer traffic from 

wireless-fidelity (Wi-Fi) connections with technology such as Li-Fi where applicable. Li-

Fi is “a bidirectional, high speed and fully networked wireless communication 

technology” that uses only visible and continuously illuminating light (Li-Fi is a 

bidirectional, high speed and fully networked wireless communication technology, n.d.). 

As stated by Dr. Haas, the first to coin the term Li-Fi, “lighting is a commodity that has 

been integrated in virtually every inhabited environment and sophisticated infrastructures 

already exist” (Haas, 2013). As the use of LED lighting systems become more 

widespread (for example, in office spaces and aboard transportation systems), the 

implementation of Li-Fi might offer massive cost savings in both installation and energy. 

With intensity-modulation techniques, the ability to imperceptibly transfer data remains 

even when the lights visibly appear to be off (Haas, 2013). As of 2013, data rates were 

achieved in excess of 1 GBps for white LEDs and 3.4 GBps with red-green-blue LEDs in 
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experimental lab conditions (Haas, 2013). Figure 9 shows a potential indoor Li-Fi 

environment and the application possibilities.  

 

 An example of people interacting in a Li-Fi capable environment Figure 9. 

through communications technology. Source: QRZnow.com (n.d.).  

While Li-Fi’s current research is focused on the relief of RF spectrum congestion, 

further research has the potential to lead to optical communication channels for the 

military. Research is being conducted on new ways to improve application for outdoor 

environments since the ambient light from the sun can cause lights of lesser intensity to 

have difficulty efficiently transferring data. Testing the potential for higher data speeds is 

also under study. One major potential use for higher data rates and ambient light resistant 

communications is with the downlink streaming of video feeds from UAVs. The vision 

for Li-Fi is to create a bidirectional connection not solely a one-way data stream (Tsonev, 

Videv, & Haas, 2013). This concept leads to a key concept in Chapter V: IO needs to 

have better bidirectional communication with target audiences.  
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C. QUICK RESPONSE (QR) CODES 

1. Introduction

For this thesis, QR codes will serve the purpose of providing one solution to the 

typically unidirectional flow of information in regards to messaging within current IO 

practices. The QR code is an existing technology that has the ability to offer the 

bidirectional information flow via two parties displaying the QR codes to program 

information and visual communicate to each other or with the scanned QR code 

providing into a new web-based communications channel. It is not the only possible 

solution and may not even be the best solution, but it is currently the most developed and 

recognized of possible solutions. Research has previously been conducted by Lucas and 

Richter on QR code employment within optical communications, and this has led to QR 

codes becoming the chosen platform for this thesis. QR codes add several important 

factors; bit streams of arbitrary detail that are asynchronous, waiting for future reception 

at the right places, and at the right times.   

QR code technology was originally developed by two individuals on a 

developmental team for DENSO WAVE, when users contacted them asking if it were 

possible to create barcodes that could code Kanji and Kana characters in addition to the 

already available capability for alphanumeric characters. The development team decided 

on a two dimensional system that had the potential to be scanned quickly, resulting in the 

QR code as we know it today (QRcode.com, n.d.). This technology received its first 

major acceptance when “adopted by the auto industry for use in their electronic Kanban” 

where it was applied for assembly line tasks from “production to shipping to issuing of 

transaction slips” (QRcode.com, n.d.). The technology has now been around for 22 years 

and is widely deployed, making it immediately available anywhere.   

2. Principles

QR codes can be simply described as two-dimensional or more barcodes. Imagine 

a scenario where a customer purchases a prepackaged product from a store. The customer 

presents the item to the store employee operating the cash register. Instead of that 

employee having to know a single iota of information about the product being purchased, 
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the employee is able to scan the item over a group of sensing lasers and the price of the 

product is immediately displayed along with the barcode’s labeling of that item for 

identification purposes. This is accomplished through a few bits of binary coding that are 

represented by the black and white strips, making up the barcode as seen on the right of 

Figure 10. Figure 10 also shows a QR code, on the left, and compares the two 

information-storing images for further understanding of the differences. In principle, QR 

codes operate the same way, only that that they are scanned in two directions rather than 

one. This second dimension allows for the storage of up to a thousand times more 

information than barcodes (QRcode.com, 2016).  

Figure 10.  QR code versus Traditional Barcode shows the differences and 

similarities in technology. The QR code message is a URL for 

the Wikipedia page on QR codes and the barcode simply outputs 

the numbers “639382000393.” Source: Cirino (2011). 
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The programing of QR codes follows the same fundamental principles of most 

data encoding. It can be done through many forms, to include binary coding where 0’s and 1’s 

combine to represent more complex characters like the alphanumeric system that are used to 

communicate through writing. Figure 11 represents the creation of a QR code from characters 

that can then be recreated so that the end user can comprehend the information. Figure 11 

serves the purpose for the reader’s conceptualization of an example how many characters can 

be represented by a small black and white square within a QR code. More information on the 

principles and technical details of QR codes can be found in Appendix B, the Wikipedia 

page for QR codes, as well as in Lucas’s thesis, Digital semaphore: technical feasibility 

of QR code optical signaling for fleet communications. 

 

 High text capacity is shown as a QR code. The QR code outputs the Figure 11. 

alphanumeric characters to its left. Adapted from Performance image 

(n.d.). 

3. Benefits 

QR codes offer quite a few benefits combined into a small, simple and 

distinguishable package. The sheer amount of characters that can be packaged into the 

small square lends itself to applications for information communication. A message can 

be sent or displayed where any device with a QR scanner can make the code readable for 

a user. One major benefit of the QR code is that it does not require any network 

connection, only an application on the device itself. If a person using a smartphone is 

without Wi-Fi or cellular service, a QR code is still readable. Different capabilities 

beyond just text are able to be programmed into a QR code. ZXing’s QR code generator 

has the capability to program a calendar event, contact information, email address, geo-
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location coordinates, phone number, short message service (SMS) text, Uniform 

Resource Locator (URL), or even Wi-Fi network access information (QR Code 

Generator, n.d). Figure 12 and Figure 13 represent how a QR code can be created to scan 

important contact information into an iPhone. Imaging printing a QR code onto a 

business card, where a person no longer has to then manually input all the personal 

information into their contact list, but rather can scan the QR code and immediately have 

all the persons information stored. The ability to program a Wi-Fi network’s information 

into a QR code is incredibly convenient as well. The ability to scan a QR code and have 

the service set identifier (SSID), password, network type, and whether the network is 

hidden or not makes advertising and joining an available secure Wi-Fi network very easy 

(QR Code Generator, n.d.). These features will be used in a later vignette for IO 

messaging of oppressed target audiences.  

 

 Contact information programing for the resulting QR code. The Figure 12. 
information input to the left side generates the QR code on the right 
side of the figure. The result of the scan of the QR code is shown in 

Figure 13. The QR code is scan-able and will result in what is shown 
in Figure 13. 
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 iPhone contact results from the Figure 12 QR scan.  Figure 13. 

Hidden bits within a QR code can be readable by specific scanning devices, while 

remaining unreadable by all other scanning technology. Essentially this means that a QR 

code can be programmed to make specific information available to all people scanning 

the code, but the remainder of the information is only accessible to a specific intended 

audience. Take for example, a checkpoint in a hostile environment that provides 

individualized daily passes with QR codes to be scanned by security personnel for regular 

commuters. This checkpoint is on a known route for enemy fighters who pose as civilian 

workers. Suspected or tracked enemy fighters can be identified by intelligence sources 

and can be issued a pass with a QR code that is identical to the regular daily commuters 

but with hidden bits identifying them as suspected enemy without the enemy’s 

knowledge of the identifiers in the QR code. Each time the potential enemy fighter has 

their pass scanned, the hidden bits are visible to the security personnel, which allows the 

security personnel to pay special attention to the potential fighter for any further action to 

be taken. 



 40 

Other advantages of QR codes come with the fact that they are not language 

dependent and can be translated into any language. With applications available on many 

phones, such a Google Translate, text is able to be translated quickly and accurately 

enough to get the desired message across. Such apps even have the ability to translate 

without data connectivity and can scan physical documents or signs and translate the 

image immediately on the screen. QR codes also offer the advantage of being covert, in 

the open. This is to say that the QR code can be projected or displayed by other means 

and is not detectable unless it is visually seen. The QR code can sit in one place for hours, 

days, or months without an adversary force ever seeing or recognizing the presence 

through technology, unlike RF communications that are highly subject to interception. 

There is potential for QR codes to be displayed in print form where ink that will fade to 

white over time, lending even more to the covert concept.  

a. Identification Features 

When network connectivity is available on devices scanning QR codes, a whole 

new realm of capabilities become available. Each scan of uniquely generated QR codes 

brings with it specific identifying features. Analyzing the information received back from 

each individual scan offers the ability to potentially identify and classify the individuals. 

Within military terminology, this means there is potential ability to identify friend, foe, or 

neutral (IFFN) target audiences.  

Some of the features within the analytics capabilities are currently available 

through QR code creation websites. These analytic capabilities are all available by 

tracking scanning traffic using an associated URL. One example is QRstuff.com, which 

offers the ability for a subscribing user to track the date, time, location and device type 

for each scan. This is available only when using a shortened URL associated to each 

generated QR code. An example of the resulting product given to the user is shown in 

Figure 14. Many other websites and services exist for website analytics. Google has a 

whole division associated with website analytics. Google Analytics offers many different 

options for tracking traffic. They advertise that they allow you the ability to “get to know 

your audience” (Google Analytics, n.d.). “Google Analytics helps you analyze visitor 

traffic and paint a complete picture of your audience and their needs. Track the routes 
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people take to reach you and the devices they use to get there” (Google Analytics, n.d.). 

Google’s analytic and tracking capabilities have revolutionized marketing and 

advertising, and will be addressed in the next chapter. It is important to again note that 

these analytic services are not offered directly from the QR code, but each QR code has 

the ability uniquely with a shortened URL. Also, these capabilities rely upon data 

connectivity and traffic. 

The capability to track individuals accessing a QR code offers a direct feedback to 

the creators of the QR code. Each QR code is created with a specific application in mind, 

whether that is to advertise, inform, or cause malicious effects. Using analytics on the 

registered scans of the QR codes provides beneficial information to the creators and 

allows for adjustment to achieve more valuable desired effects. If QR codes are added to 

military IO messaging products given to different target audiences, these features will 

provide IO practitioners an enhanced ability to identify if the message is reaching the 

correct target audience; where, when, and how frequently. This enhanced ability to gain 

this sort of feedback can result in an enhanced measure of performance (MOP).   

Additionally, the analysis of anonymous data provided by each scan can be used 

for a more detailed and individualized analysis. In a New York Times post, “With a Few 

Bits of Data, Researchers Identify ‘Anonymous’ People,” researchers were able to 

analyze basic records of credit card purchases that had all personally identifiable 

information, to include account numbers, removed to identify and associate each 

purchase to each individual with 90% accuracy. Given further research and pattern 

identification, the researchers were able to use publicly available information, like 

Instagram or Twitter posts, and re-identify the credit card records to specific individuals 

by name (Singer, 2016). Multiple studies are cited in the post, to include re-identifying 

“Netflix users in a database of nameless customer records” and “patients by name in a 

supposedly anonymized hospitalization data set made publicly available by Washington 

State” (Singer, 2016). If such inference can occur with anonymous data sets, it is no 

doubt a capability that is available to the military in order to go beyond IFFN to identify 

individuals within the target audience of IO messaging campaigns that utilize the 

capabilities offered by QR codes and the analytics thereof. This topic is examined in the 

next chapter in much greater detail.  
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 Example representation of a QR code scanning analytics that shows Figure 14. 

the number of scans over a period of time and the location of those 

scans by country. This is only a representation and can be conducted 

in further detail with proper authorization. Device types and 

operations systems are able to be determined as well, which leads to 

even further potential for identification purposes. Source: Analytics 

screenshot (n.d.). 
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b. Malicious QR codes 

Since a person has no way of authenticating who or where a QR code was 

generated, malicious QR codes have a potential application with offensive tactical 

employment (Chilik, 2011). Just like malicious code that individuals must be aware of, 

Standard Query Language (SQL)-query injection and command injections are two 

techniques that can be used to run commands on the system reading the QR code. Also, 

fraudulent advertising QR codes that automatically charge outrageous fees can be used 

and distributed to a target audience in order to have effects on the economic standing of 

that country. Such false advertisements have been used by bad actors in countries such as 

Russia in the past (Kieseberg et al., 2010, 434). However, if the United States were to 

utilized such attacks, it should only be implemented during a congressionally declared 

war with some modifications to restrict the target population and secondary effects. 

Using JavaScript QR code or other injection attacks, friendly forces could display a QR 

image with knowledge that an enemy satellite is overhead, ready to scan the code (Chilik, 

2011). If the attack is successful, friendly forces have the potential to gain access to 

enemy networks or systems. While much of these techniques might be considered under 

the realm of offensive cyber operations (OCO), these are possible techniques that could 

be pushed down to a lower approval level than the national level, even potentially to 

theater commanders or the first flag officer in the chain of command.  

The concept for malicious QR codes allows for unique uses by OCO. QR codes 

offer linked information that is passively “hiding in plain sight.”  This is to say that the 

QR code is just sitting there where an opponent could see the QR code and scan it in 

order to gain access to what they perceive to be as sensitive information. In fact, the QR 

code is set up to reverse the roles as soon as it is scanned, allowing for friendly forces to 

act as the aggressor and gain access to the opponent’s system. Essentially, QR codes off 

the ability to mix up the roles of who is an aggressor and who is a defender, sometimes in 

several ways at once.   
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4. Limitations 

Security of QR codes needs to be addressed in three separate but related topics 

when used for tactical optical communications of friendly forces; interception, image 

manipulation, and malicious codes. Just as it is a benefit for friendly capabilities, QR 

codes can be used for malicious programming, execution of other codes, spyware, or 

other social engineering and phishing attacks. These attacks can occur when a friendly 

satellite or UAV roams over an enemy injected QR code and processes the code. There 

are many security measures already in place in information systems, but SQL-query 

injections and command injections may still occur (Kieseberg et al., 2010, 434). 

Interception will always be a possibility for any form of visual signaling, however 

with optical communications there are risk-mitigation measures that can be implemented. 

First and foremost, the data that is used to create the QR code image can be encrypted 

prior to coding. This technique can easily be achieved with the encryption key’s 

integration into the programming used on both ends of the line of communication. This 

solves any potential issue of key mismatching or lack of encryption coordination. 

Utilizing encryption techniques will allow the enemy to see code, but have no access to 

the data without the encryption key. A second countermeasure to interception is to use 

what QRcode.com refers to as secure quick response code (SQRC). SQRC essentially is 

an encryption but at the receiving side of the line of communication specific equipment is 

required. This form of QR coding does not look any different nor does it have any 

negative changes to the coding and reading process. In fact, when SQRC is used, it is 

possible to present data that can be read by someone with an open-source QR readers and 

also include data only accessible by SQRC specific applications (QRcode.com). This 

might have excellent benefits in physical security or deception operations. Once again, it 

is relevant that encryption and authentication techniques can already be applied today to 

the data and links contained within QR codes.   

 Image manipulation can easily be accomplished since the squares making 

up the QR code are black and white. An adversary with physical access to the QR code 

can easily manipulate the image and alter or destroy the information that is encoded in 

that image. This is less of an issue if the code were being generated on the spot by a 
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ground unit that was making the image available for satellites or UAVs passing over. 

However, if QR codes are used for any sort of information operations campaign at the 

tactical level, image manipulation can potentially cause second and third order affects 

that are not planned for.  

Kieseberg et al. outline three separate measures that can be taken to prevent 

alteration in the data output when coupled with error correction properties of QR codes. 

The first is the mask that makes QR codes that achieve close to a 50:50 ratio of black to 

white area. Masking is encoded separately from the error correction and data coding, 

which allows it to use its own stronger error correction algorithm (Kieseberg et al., 2010). 

Mixing different modes help to prevent manipulation. Modes are the form of characters 

used to encode the message; i.e., numeric, alphanumeric, 8-bit, and Kanji characteristics 

(Kieseberg et al., 2010). A key feature of the QR code is the character count indicator, 

which tells the reading QR application how many characters it should be expecting in 

order to help with error correction. If this specific cell is not altered, then an observant 

receiver can tell if a QR code has been altered or not. If it has been alerted, the user can 

also tell if a buffer overflow has occurred (Kieseberg et al., 2010). A combination of all 

three measures makes for the best error correction programing. 

Additionally, the security of QR codes can be addressed through all aspects of the 

confidentiality, integrity, and accessibility (CIA) triad for information security. All three 

aspects of the CIA triad have already been addressed above, but within confidentiality 

also falls the ability to authenticate with a password, to assure the person accessing the 

information is authorized to gain access. QR codes not only offer the capability to 

program encrypted information, but they can also require a password in order to make the 

information within the QR image readable after scanning by the users device. This will 

ensure that the information is not read by persons who are not intended to read the openly 

displayed QR code. Passwords are associated to individually created QR codes, so 

replication of the same code will require the same password (QRstuff.com, n.d.).  
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5. Forward Error Correction (FEC) 

Forward error correction (FEC) is the ability for the QR code to detect that there 

is an error within the pixels of the QR code and to then correct the error. This is similar to 

how error detection and correction occurs within the transfer of packets over the Internet 

through their checksums. The checksum is a value that is sent with the packets, and its 

recomputed by the receiving end and then compared to the checksum that was originally 

sent. This is the basic principle that is used for QR code error correction skims, in 

particular Reed-Solomon error correction (Reed-Solomon codes for coders, 2016).  

FEC within QR codes is dependent upon the different zone within the image. 

These zones are identifiable to the QR reader by the three very distinguishable and large 

squares in the corners of the image. Each zone represents different information through 

the black and white squares in the form of 0’s and 1’s that allow for the detection of 

errors. The zones represent message data, the format of error correction, error correction 

bytes, and format information. This is depicted in Figure 15. Once the error is detected, 

the error can be corrected by using the minimum Hamming distance (Reed-Solomon 

codes for coders, 2016).  
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 Forward Error Correction (FEC) adds reliability despite partial loss Figure 15. 

of data in QR codes. “Data bits are read starting from the lower-right 

corner and moving up the two right-hand columns in a zig-zag 

pattern. The first three bytes are 01000000 11010010 01110101. The 

next two columns are read in a downward direction, so the next byte 

is 01000111. Upon reaching the bottom, the two columns after that 

are read upward. Proceed in this up-and-down fashion all the way to 

the left side of the symbol (skipping over the timing pattern where 

necessary). Here is the complete message in hexadecimal notation. 

Message data bytes: 40 d2 75 47 76 17 32 06 27 26 96 c6 c6 96 70 

ec Error correction bytes: bc 2a 90 13 6b af ef fd 4b e0” (Reed-

Solomon codes for coders, 2016). Source: Reed-Solomon codes for 

coders (2016). 

There are built-in four levels of FEC defined in the QR code standard: low (L), 

medium (M), high (Q), and ultra high (H). With the increase from each level of FEC 

comes the increase in complexity of the QR code, meaning that the QR code becomes 

more detailed with more pixels. The complexity of the QR code enables a higher 

percentage of the QR code to be obstructed or distorted as is depicted in Figure 16.  

https://en.wikipedia.org/wiki/Hexadecimal
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 Levels of Forward Error Correction (FEC) and the percentages of the Figure 16. 

QR code obscured. The QR codes all scan to say “iQR Codes – 

custom QR code generator.” Source: Tutorial (2012).  

The ability to overlay an image on a QR code is critical for the application of QR 

codes within IO. Overlaying an image on top of the QR code gives the target audience an 

idea of what purpose the QR code serves, or even who the QR code is associated with. 

An example of this is in Figure 17, where the North Atlantic Treaty Organization 

(NATO) emblem is overlaid on the QR code where the information for the target 

audience is stored. It also is a practical example of how FEC can actually work when 

applied to a real product. Overlaying an image such as the NATO emblem or the Marine 

Corps Eagle, Globe, and Anchor will positively correlate for many people resulting in a 

feeling of comfort when scanning the QR code associated product.  
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 Forward Error Correction: Functioning QR code with Image overlay. Figure 17. 

The QR codes to the right and the left of the NATO messages are 

modifications of the message programmed into a QR code. After the 

code was created with FEC, an image of the NATO emblem was 

overlaid onto the QR code. Even after approximately 20% of the QR 

code was obscured, it is still able to be scanned and the message will 

display. This is a different QR code than in Figure 21. Adapted from 

Friedman (n.d.).  

D. AMPHIBIOUS OPERATION VIGNETTE 

In order to understand the operational benefits of the optical communications 

technology discussed in this chapter, a short vignette focused on the bidirectional optical 

communications capabilities is provided in which the optical communications technology 

is applied to an amphibious operations scenario. This vignette serves the purpose of 

focusing on the bidirectional flow of information provided by optical communications. 

With half of the world’s population living with 60 kilometers of the coast and 60% of all 

large cities located along coastlines, it is relevant to say that amphibious operations 

provide a relevant platform for the vignette (Cities and coastal areas, n.d.). The scenario 
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is depicted with the OV-1 diagram in Figure 18. DISCLAIMER: This scenario is purely 

notional and does not directly represent any country or adversary currently facing the 

United States.  

The USMC’s 15
th

 Marine Expeditionary Unit (MEU) waits aboard U.S. Navy 

ships just over the horizon from the coast of the country Red. Country Red has been in 

violation of multiple United Nation (UN) sanctions because of their continued nuclear 

program development. The “red line” has been crossed for country Red and the President 

of the United States has ordered the Marine Corps to conduct an amphibious operation in 

order to deter further violations, or ultimately to seize control of the nuclear facilities. 

The most concerning issue facing the Marine Corps’ team of planners is the EW 

capabilities of country Red. Country Red possess incredibly advanced RF 

communications intercept and jamming technology which pose a concerning threat to the 

15
th

 MEU’s ability to maintain C2 of its forces in transit from ship-to-shore and once 

landfall has been achieved.  

Luckily for Marine Corps planners, the 15
th

 MEU spent a significant portion of 

their workup period implementing new technology to avoid dependence on the current 

RF communications capabilities. They became proficient in using optical 

communications technology such as DFL, VLC, and even developed tactics, techniques, 

and procedures (TTP) for using QR codes to communicate from forward forces back to 

higher headquarters aboard the ships. Since the 15
th

 MEU has accomplished such 

proficiency and employment of optical communications TTPs, they are able to steam just 

over the horizon, splash amphibious assault vehicles (AAV), Higgins boats (LCVP), and 

Landing Craft Air Cushion (LCAC) vehicles and begin their movement to shore without 

a single RF communications signal being detected by country Red’s EW forces. Thus, the 

landing forces is able to maintain the a partial element of surprise, even while conducting 

minimum essential mission communications optically. 

Once the initial landing waves makes it to Landing Beach 1 and Landing Beach 2, 

they are able to signal back via the DFL that became part of their Battalion Landing 

Team’s (BLT) organic communications equipment. Wave two is then sent, as wave one 

maintains the initial foothold on the beachheads. Optical communications relay stations 
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are enabled as a built-in part of the signal lights used to identify amphibious landing 

lanes. These optical communications relays are monitored by forces afloat using 

stabilized high-resolution optics with onboard video-distribution systems. Meanwhile 

fighting intensifies and the BLT is able to send back contact reports and situation reports 

as well as casualty evacuation requests. Logistical resupply request are also sent over the 

optical communications channels. Country Red’s EW forces are increasingly frustrated 

because they are unable to detect, much less, disrupt the landing forces ability to 

communicate and to conduct their C2.  

Fighting continues but ultimately reconnaissance forces have been able to make 

their way forward past the defensive posture of country Red because of the successful 

amphibious landing. They are now at the nuclear facilities and are undetected, but 

maintaining communication with higher command and awaiting orders. This is made 

possible by the digital QR LED mat they are able to unroll, lay flat and program multiple 

messages onto. Meanwhile the Combatant Commander’s UAV assets fly over and 

regularly scan the QR code and transmit the image back to the ships via VLC. These 

capabilities allow for the reconnaissance units and the high-flying UAV to maintain their 

stealth nature. The order comes to seize the nuclear facilities. The operation is a success. 

Following mission analysis and the after action report is released, much praise is given to 

the optical communications capabilities. Ultimately, these new capabilities are credited 

with providing the agility, stealth and surprise needed to accomplish the mission. Without 

such capabilities, the mission might have come to a dead halt before it even began due to 

country Red’s advanced EW capabilities.  
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Digital Flashing Light (DFL)

Static Optical Transmission

Tip of the Spear Forces

Amphibious Landing Optical 
Communications OV-1 Diagram

 

 Amphibious Landing with Optical Communications OV-1 Diagram Figure 18. 

offers a concept of operation for an amphibious operation during the 

ship-to-shore phase and follow-on phases, using only optical 

communications channel and circumventing the RF spectrum. The 

diagram represents optical communications through DFL and QR 

code scans; however, VLC and future concepts of Li-Fi could easily 

replace the DFL, leading to greater data streaming rates. 

E. SUMMARY 

The concept of a bidirectional optical communication systems leads to another 

optical communication tool, QR codes. QR codes offer different advantages such as 

available infrastructure, forward-error correction (FEC) robustness, and right-time right-

place asynchronous time latency. Together these features can provide a new approach to 

messaging within IO. Due to the major benefits of QR codes and the capabilities that the 

technology offers, QR codes can create a unique approach to how messaging within IO 

can be conducted. This concept of the bidirectional information flow can be further 

understood with a study of marketing and advertising techniques. Once these benefits are 
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understood, they can then be coupled with QR codes, and the result will be a beneficial 

tool for gaining feedback from target audiences in IO messaging.  
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IV. REVOLUTION IN MARKETING THROUGH 

BIDIRECTIONAL COMMUNICATION 

A. OVERVIEW 

Information Operations (IO) are a coordinated effort between many different 

military Information-Related Capabilities (IRC) to influence, by information, a target 

audience. Merriam-Webster’ Dictionary defines marketing as; “the process or technique 

of promoting, selling, and distributing a product or service” or “the activities that are 

involved in making people aware of a company’s product, making sure that the products 

are available to be bought, etc.” (Marketing, n.d.). The similarities between an IO 

campaign and that of a marketing campaign are eerily similar; both seek to control and 

present information to an audience to elicit a specific behavior. The product that both IO 

and marketing want to deliver to a group of people may be completely different in 

desired effect and intent however they both must message (or advertise for marketing) 

these audiences and attempt to influence the audience to gain the desired effect, or push 

the product for purchase. One important distinction needs to be made; marketing does not 

involve the life or death of audiences as a direct result of its messaging. The dealings of 

life and death or imposing ones will on another means that the target audience’s cognitive 

process involves a much stronger will to reject information in order to survive. Therefore, 

application of traditionally marketing techniques to IO campaigns does not necessarily 

guarantee success, but techniques from direct marketing do offer distinct benefits for 

evaluation.   

Strategic communications can be seen as a small marketing campaign since its 

goal is to coordinated programs, plans, themes, messages, and products synchronized 

with the actions of all instruments of national power, as per Appendix A. A major portion 

of the marketing campaign comes in the form of advertising. The correlating principles of 

advertising in marketing to IO would be through non-kinetic messaging via products, 

such as leaflets, and news stories via public affairs (PA) or Key Leader Engagements 

(KLEs). Many more similarities can be drawn between the two, however these are the 

largest.  
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While both IO and marketing might well seem similar, marketing is far more 

practiced in its ability to develop campaigns, reach the audience, and measure how well 

their campaign is doing. Ever since the majority of sales shifted from storefront to 

Internet-based sales, marketing has revolutionized the way it brands products and 

advertises to specific audiences. Technology resulting from the Internet-boom has created 

unique platforms that allow more direct marketing and targeted advertising. There are 

many aspects within current marketing strategies that could be learned from and used to 

further develop the TTPs within non-kinetic targeting IO campaigns when paired with 

new technologies such as those discussed in this work.  

B. SUPER BOWL ADVERTISING 

The best way to understand the evolution of marketing (and ultimately 

advertising) is to look at advertising as it relates to the Super Bowl. Many people will 

agree that of the over 100 million viewers that tune into the Super Bowl, a vast 

percentage are not watching for the down and distance, but rather the commercials 

between the downs (Villapaz, 2014). Such viewership fascination with the commercials 

was not always the case, and there is an argument that it currently is no longer true. The 

evolution of how the Super Bowl advertising has changed gives “fascinating evidence of 

the powerful and unprecedented speed of transformation in the world of marketing” 

(Dholakia, 2016). 

One of the first Super Bowl advertisements commonly considered to be iconic 

was in 1979 when the Pittsburgh Steeler’s “Mean” Joe Green starred in the iconic Coca 

Cola ad, “Hey Kid, Catch!” In this advertisement “Mean” Joe Green was walking back to 

the locker room injured and defeated when a little child offered him a Coke, and in 

returned Mean Joe tossed back his jersey (Villapaz, 2014). This ad was repeated during 

the 1980 Super Bowl as well, and throughout other parts of the year, but no ad had made 

such a large iconic impact prior to that. Fast-forward a few years to 1984 and Super Bowl 

XVIII, the teams are not important, only the 60 second commercial that introduced the 

Macintosh personal computer by Apple to the world (Conway, 2014). Advertisements 
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during the 1970s, 1980s and the early 1990s can be summarized by longer narrative 

advertisements. 

1995 and Super Bowl XXIX left everyone talking about three frogs who croaked 

“bud” “weis” and “er” for thirty seconds. Five short years later, everyone was screaming 

“WASSSSUP” the next morning at work, thanks again to Anheuser-Busch (Villapaz, 

2014). E-trade even made a splash in 2000 with two 30-second commercials, “Out the 

Wazoo” where a man is rushed to the emergency room and all the doctors can determine 

to be wrong with him is that he has more money than he knows what to do with. The 

second commercial is considered an all-time classic and it perfectly describes what was 

currently happening to Super Bowl advertising. A chimpanzee presses play on a tape 

deck, and then stands on a bucket dancing between two adult men sitting on lawn chairs 

inside their garage while “La Cucaracha” plays. Finally, after twenty seconds of the 

commercial, the screen go black and displays, “Well, we just wasted 2 million bucks. 

What are you doing with your money?” Later, E-Trade saw even greater success with the 

set of commercials with the talking baby. This began the era of the short, attention- 

grabbing commercials that cost ridiculous amounts of money. Since then, “entire 

websites and media outlets have been created for no other reason than to feature, analyze 

and archive Super Bowl commercials” (Conway, 2014).  

Since the year 2000 until the last few years, one of the largest design changes has 

been the connection to digital media outlets and social media. For example, in 2013 there 

was an estimated 100 million viewers for the Super Bowl, but there were 265 million 

views for the 2013 Super Bowl commercials on YouTube, with a third of those views 

coming before the game even started (Conway, 2014). With social media, the number of 

social media shares has become a new measure of the success of the advertisement. On 

the day after the Super Bowl in 2013, the total number of shares on all social media 

platforms for all advertisements that aired the night before was 3.3 million (Conway, 

2014).  

“The fact that Super Bowl ads are awaited with such interest ironically highlights 

the fact that traditional television advertising is dying” and need further explanation as to 

why they are still relevant (Dholakia, 2016). Now, super bowl advertising is not 
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advertising but a representation of status within pop culture. But even so, the ads are on 

the verge of “drowning themselves out” (Dholakia, 2016). Frito-Lay has been 

implementing a brilliant strategy for their Super Bowl advertisement, in order to make the 

return on investment necessary to offset the outrageous cost of advertising. Their Chief 

Marketing Officer described the idea of letting consumers create their own Super Bowl 

ads and then vote on them as “not a one-and-done deal on the game day. It’s basically 

this five-to six-month engagement program that we had with the consumer” (Dholakia, 

2016). Currently most Super Bowl advertisements come with a “digital call-to-action” 

which means they push a product as well as a website to visit, a hashtag to tag social 

media posts with, a Twitter handle to follow, or a promotional code to use; all this in 

order to enable the marketing teams to measure the effectiveness of the advertisements 

(Dholakia, 2016). The utilization of these “digital call-to-action” metrics allow for far 

more advanced analytics than ever before.  

According to Dholakia (2016), not all ads are getting through in the over 3000 

average daily exposures bombarding consumers. This is mostly due to the relevance and 

quality of the advertisements being presented to the consumer. Even with on-demand 

shows and movies, and the advent of digital video recorders (DVRs), most commercials 

are not even watched anymore, with the exception of Super Bowl ads as previously 

shown. Why is this? It is due to the competitive creativity and storytelling that is within 

Super Bowl ads. Resources and money are placed into the creation of these ads, and the 

results justify the expenses. Dholakia says that all marketing tactics “will continue to be 

just noise until they are both entertaining and relevant to the consumer.” This quote can 

be directly transferred to IO practitioners, if marketing is replaced with messaging and 

consumers replaced to target audiences. Such connections next lead to the nature of 

communicated information and the establishment of relationships.   

C. DIRECT MARKTING  

One definition of direct marketing is “a database-driven interactive process of 

directly communicating with targeted customers or prospects using any medium to obtain 

a measurable response or transaction via one or multiple channels” (Flee, n.d.). The key 
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areas of this definition are the focus on the interactive nature with direct communication, 

to a specific group, resulting in a measureable response. In order to obtain a measurable 

response, a bidirectional system must be used. This does not mean that the targeted 

customer is writing an email or filling out a survey to communicate directly back, but that 

the actions taken by the targeted customer are measurable and communicated back to the 

marketers.  

There are, however, forms of direct marketing that do rely upon the direct 

interactive nature of its advertising (Flee, n.d.). Originally, marketing relied upon door-

to-door salesmen, and then shifted to direct marketing with databases and catalogs for 

stores such as Sears. After these changes came catalogs through which purchases could 

be made directly from them by calling the company, like Lands’ End or L.L. Bean. This 

form of sales lent itself to greater abilities to measure responses. The ability to measure 

responses was improved with the prominence of credit card sales. After credit cards, the 

personal computer coupled with negative attributes of the in-store shopping experience 

lead to the advancement of Internet sales. Internet connectivity and web content created a 

medium that seemed endless in its ability to push out branding information and measure 

or generate a response. These evolutions lead to a greater relevance for the direct 

marketing industry (Flee, n.d.).  

1. Google AdWords 

One major change within direct advertising is an ability to gain greater and more 

measurable online advertising through a unique avenue. Google was not always as well-

known as it is now. During the early 2000’s the Internet began to boom and dot.com 

businesses started to bloom (apparently from nowhere) and suddenly disappear just as 

fast. Search engines began to evolve, some better and faster than others. GoTo.com, 

which later turned into Overture, was the first real revolution in the search industry, but 

Google seemed to be the company with all the luck (Battelle, 2005).  

Early search engines using simple algorithms for key terms began to become 

spam engines. websites that had nothing to do with the term being searched, would 

pepper their site with these key terms and would thus become top hits for the searcher. 
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An example would be searching the word “car” and having the top results come back that 

were adult-entertainment industry websites (Battelle, 2005). Bill Gross, a wildly 

successful entrepreneur, theorized that “to kill spam, one must add the friction of money 

to the (search) equation” (Battelle, 2005, pg. 106). From this came two concepts; “a 

performance-based model in which advertisers paid for a visitor only when a visitor 

clicked through an ad and onto the advertiser’s sites” or “one cent per click, an 

extraordinary discount” when traffic was being bought for much more (Battelle, 2005, 

pg. 109). The second of the two strategies led Google to be able to implement the first 

strategy via intentional traffic. This is because the quantity of traffic was less profitable 

for sales, but the quality of the traffic is what led to quantifiable sales results. This lead to 

the company, Overture, and ultimately is how Google became the giant it is today; pay-

per-click advertising (Battelle, 2005).  

The early success of Google over all other search engines earlier on was a 

combination of three factors, of which Google had all; high-quality organic search 

results, paid search network, and ownership of its own traffic (Battelle, 2005, p. 117). 

Google is a stand-alone website with a strong search algorithm. It also has its paid search 

network which was a direct spin off of what Bill Gross developed early on even though 

Google originally found this concept detestable; AdWords (Battelle, 2005). AdWords has 

developed into Google’s premiere advertising service, which associates words to paying 

advertisers. Ads are placed into webpages that are related to the content of the webpage 

or previously visited pages. Higher paying companies have their pages placed at the top 

of google searches, and there is even a section placed at the top of search results that are 

shown as paid advertisements. It targets ads for specific individuals through collected 

data.  

As time has progressed, several major near-monopolies have emerged (Google, 

Amazon, Facebook, Apple, LinkedIn, and others) based on their ability to correlate, track 

and analyze current and potential customers. Indeed such databases and algorithms are 

considered major business assets in their own right. Attention must be paid to individual-

focused feedback loops to remain effective.   
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2. Data Collection 

Google’s dominance within the search realm led to further developments for 

advertisers and marketers. Google’s ability to target ads specific to individuals continues 

to increase through their ability to track traffic and collect data on individual Internet 

protocol (IP) and media access control (MAC) addresses. Some concern arouse over the 

Google’s “reading your email” (Battelle, 2005, pg. 195). The fact was that they were not 

actually reading peoples’ emails, but just scanning through text for words and phrases 

that matched up with those from the AdWords network. According to Daniel Brandt of 

GoogleWatch.org, the major concern that arises from this is that “now that Google (has) 

your email address, it could potentially tie your IP address to your identity,” which then 

allows companies like Google to track your personal Internet usage (Battelle, 2005, p. 

195). Indeed the Chief Executive officer of Sun Microsystems, Scott McNealy was 

quoted publicly to say “You have zero privacy anyway. Get over it” (Manes, 2000).   

For a company like Google, which is ever expanding, the ability to track data and 

results to tailor advertisements becomes even more complex when Internet browsers 

developed by the company are introduced and coupled with Internet traffic cookies that 

are placed onto the browser for each website visited. When a person uses Google to 

search for a specific topic, they are presented with potentially millions of links to relevant 

websites. Google is able to collect massive amounts of direct and derivative data 

immediately when the person clicks on their preferred link on the results page. Before the 

person is directed to the website after being clicked, the Internet traffic is redirected to 

many different data collection sites that are associated with Google. An individualized 

and anonymous number is assigned to those specific devices that are being used to 

conduct the search and connect to the follow on websites. This all serves the purpose of 

providing better feedback to the customer as well as the business model of the pay-per-

click advertising, because highly evolved feedback mechanisms function well even in the 

absence of Personally Identifiable Information (PII).   

While these concerns arise, data collection is the best possible way to measure the 

effectiveness of advertising. As long as ethical guidelines are followed customer privacy 

can still be protected. The more data collected typically results in improved directed 
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advertising for each individual. It needs to be understood that Google is not the only 

company capable and currently using these techniques for advertising. Facebook also is 

able to tailor ads to individuals based upon web traffic and the specific page visits, event 

responses, as well as specific networks joined. The interconnected nature of all social 

networks is allowing for greater and more individually associated data collection as well. 

Given that such information is usually treated as trade secret, large companies tend to 

grow even larger due to steadily increasing competitive advantages.   

3. Personalized Advertising 

The ability to collect so much data on large numbers of individuals, especially 

with the application of anonymous yet-unique identifiers to that person, such as their 

MAC address being associated with registered email addresses or other accounts, allows 

for individually personalized advertising. One of the primary forms of this is retargeting 

or behavior retargeting. This is essentially taking the actions tracked online of 

individuals, analyzing those actions or behaviors and using algorithms to readjust the 

advertising for more relevant ads (Zhao, Yin, and Chen, 2011). The retargeting also takes 

into factor the ignored advertisements or links as well. Zhao, et al. found that the majority 

of behavior retargeting was focused on short-term user behaviors, rather than what might 

be thought to be more effective, longer-term user behaviors. This brings up an interesting 

point, that within a social environment many behaviors sway quickly based upon the 

influence of outside social connections. This concept is also pointed out in EBO theory.  

Personalized advertising has a direct correlation to social influence sources 

because of the influence of the digital social networks that people are interacting on. 

Risselada, Verhoef, and Bijmolt (2014) studied the effects of combined social influences 

and direct marketing on whether or not groups adapted specific high-tech products. The 

researchers showed that both direct marketing and social influence had a positive and 

constant effect on new adopted technology, but that it died off over time. This is 

interesting when it comes to personalization of advertising and messaging because it 

shows that technologies and messages that are new have a bigger impact on the audiences 

rather than repeat technologies and messages.  
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D. PUSH VERSUS PULL 

If one were to summarize the evolution in advertising it could be described by 

saying that earlier marketers relied on producer-pushed advertising, and now there is a 

consumer-pulled mechanism that allows for more effective advertising through 

relationships. Old catalogs, newspaper ads, television commercials, and mail 

advertisements all were pushed out to the masses. While some were semi-tailored to the 

audience of the current show on television or the section of the newspaper, most were 

blasted out to the masses with a hope it a small percentage might reach the correct target 

audience. They focused on pushing the information or product.  

Currently with the data collection, direct marketing, behavior retargeting, and 

advanced analytics the concept for advertisement seems to focus on a pull from 

individuals in the correct target audience or customer group. The marketing firms and 

advertising outlets are pulling information about specific individuals and then are 

creating and pushing the more relevant ads to those individuals. Repeated pulls can lead 

to carefully designed interactions and trusted relationships.   

E. SUMMARY 

Looking at the revolution in advertising from Google’s AdWords to that of how 

the Super Bowl advertising evolved allows for relevant lessons as to how advertising and 

marketing have become more effective. Marketing has shifted from focusing on long 

draw out campaigns and commercials to short, sweet and technology driven campaigns or 

commercials. The use of direct marketing allows and focuses on the results and the 

ability to measure these results. The technology and ability to track the results of each 

advertisement by individual through commonly used mediums allows for the greater 

ability to measure effectiveness of each ad. The similarities between IO and marketing 

have already been draw, now the relevant lessons learned by marketers must be applied 

by IO practitioners as well. 
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V. ESTABLISHING FEEDBACK CHANNELS FOR 

INFORMATION OPERATIONS (IO) 

A. OVERVIEW 

As previously discussed, a goal of IO is to achieve influence over a target 

audience or system. The specific ways and means provided for by the IRC within the 

information environment are how influence is achieved over a target audience. The 

information environment consists of the physical dimension, information dimension, and 

the physical dimension, which are where the target audiences or systems reside and 

interact. Figure 19 depicts the information environment, the ways and means, and 

information flowing between all. Information flows between audiences or systems over 

the different dimensions listed above. The ways and means are the how practitioners 

achieve influence over the audiences and are also what must be measured for their 

effectiveness and performance. This chapter will discuss the deficiencies of current 

abilities to measure the effectiveness and performance of influence messaging directed at 

primarily human target audiences.  

Current messaging is typically a one-way flow of information from friendly IO to 

the target audiences. The QR code offers an ability to provide feedback from the target 

audience to the IO practitioners via their interaction with the QR code by simply scanning 

the image. Another vignette is provided to show how this concept can be achieved 

through messaging of an oppressed populace. Examples of product concepts will also be 

presented. Finally, the idea of the Observe, Orient, Decide, Act (OODA) loop is applied 

to the IO process, for both the practitioners and the target audiences with QR code-based 

link’ and messaging facilitating direct feedback. This chapter’s purpose is ultimately to 

show that the concepts of the optical communications channel provided by QR codes, 

when combined with their technical capabilities for identifying individuals or larger 

audiences derived from direct marketing practices, can establish the feedback loops 

necessary for individual-directed communications, and then for more valuable measures 

of effectiveness and enhanced performance measures within IO messaging.  
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 The application of Information-Related Capabilities (IRC) in order Figure 19. 

to achieve influence is complex. Source: U.S. Joint Chiefs of Staff 

(2012). 

B. INFORMATION OPERATIONS (IO) SHORTFALLS 

Joint Publication 3–13, Information Operations, acknowledges that assessment of 

IO effects is a difficult process. The techniques within doctrine that have been established 

to attempt to measure the effects are represented by measures of performance (MOPs) 

and measures of effectiveness (MOEs). MOP is defined by Marine Corps Warfighting 

Publication (MCWP) 3–40.4 as “a criterion used to assess friendly actions that is tied to 

measuring task accomplishment” (U.S. Marine Corps, 2013, p. 67). These are typically 

easier to measure because they quantify if a mission has been executed or not, by 

indicating how many products, messages, missions, etc., have been conducted or 

produced. These measures are intended to show whether the message is reaching the 
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audience, however just because x-amount of leaflets are dropped does not mean that the 

message is reaching the target audience. Simply put, the MOP tells whether or not the 

mission to create the IO effect was conducted. 

Current concepts of MOPs are relatively easier to measure, while MOEs are much 

harder to measure. MCWP 3–40.4 defines MOE as “a criterion used to assess changes in 

system behavior, capability, or operational environment that is tied to measuring the 

attainment of an end state, achievement of an objective, or creation of an effect” (U.S. 

Marine Corps, 2010, p. 67). MOEs are designed to quantify intangible attributes within 

the information environment in order to afford the ability to determine whether or not the 

messages or actions being taken are achieving the desired effects (U.S. Joint Chiefs of 

Staff, 2012). Simply put, the MOE tells whether or not the effect is accomplished.   

1. Measure of Effectiveness (MOE) 

Joint Publication 3–13 acknowledges that there are shortfalls within the ability to 

measure IO effectiveness; “Effectiveness assessment is one of the greatest challenges 

facing a staff. Despite the continuing evolution of joint and Service doctrine and the 

refinement of supporting tactics, techniques, and procedures, assessing the effectiveness 

of IRC continues to be challenging” (U.S. Joint Chiefs of Staff, 2012, p. 47). These 

challenges are due to the attempt to quantify intangible attributes, which typically occur 

because of the desired influence effect lays within the cognitive domain. Measuring a 

person’s reaction to a message or effect that is directed at changing a specific behavior 

through the person’s thought process is nearly impossible unless he or she provides direct 

and explicit feedback indicating the change. Without the direct feedback from the target, 

the ability to measure effects requires the knowledge that a change has occurred. This 

means that a baseline must be established in order to measure any positive or negatively 

correlated change against. Combining all the complications of measuring the 

effectiveness of messaging during an information operations campaign makes for a 

challenging task.  
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2. Limitations of One-Way Messaging 

Most of the limitations in current abilities to measure effectiveness and enhanced 

performance when related to messaging a target audience are induced by the one-way 

flow of information from IO practitioners to the target audience. The one-way flow of 

information means that generalized assumptions are required for the target audience 

regarding how they will perceive and react to the message. IO practitioners must assume 

generalized reactions when planning the messaging of target audiences throughout the 

whole of IO campaigns, because the end state is to achieve a desired effect on that target 

audience. The lack of ability to effectively and consistently gain feedback on the effects 

of messages throughout a campaign is what makes the assumptions so important. 

Measuring the atmospherics of the target audience when a message is delivered can be 

difficult, hence typically making the flow of information unidirectional. Intelligence 

capabilities and humans on the ground through IRC like CMO or interagency 

coordination are typically the best way to measure if the desired effects are being 

achieved. These means can, however, be risky and resource intensive. Nevertheless such 

feedback is typically naïve, culturally unaware and biased. If the one-way flow of 

information were able to be changed by gaining and measuring not only the delivery 

confirmation but the reaction of the target audience to a message disseminated over 

technology based channels, like those discussed earlier, then the ability to measure can be 

achieved and actual IO effectiveness and performance can greatly increase.  

C. APPLICATION TO INFORMATION-RELATED CAPABILITIES 

There are potential uses for QR code and optical communications employment 

during amphibious operations as well as for feedback in the IRC, specifically 

intelligence, MISO, deception, cyber operations, civil affairs, and public affairs. These 

IRC’s are incredibly important during phases zero and one of military operations as well 

as throughout the whole range of military operations and phases of war. Public affairs can 

use QR codes to disseminate new articles or link to civilian media coverage with a 

smaller footprint. Civil affairs are able to use QR codes to create electronic handouts to 

inform the local populous of potential help and programs available that will turn the tides 
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of support to the US. Through deception, when units use digital semaphore, the SQRC is 

applicable and the data that is viewable without the encryption key can be used to 

convince the enemy of false plans. Friendly forces can confirm false assumptions the 

opponents and neutrals have against friendly forces and their strategy. Forces can allow 

“secrets” to slip accidentally, just as occurred during Operation Bodyguard during World 

War II. The use of QR codes in MISO messaging is just one more avenue of influence 

that is already available. Finally, the use of QR codes in human intelligence might open 

new techniques for forming the linkages between the enemy populace, and connect links 

that might never be otherwise discovered. By utilizing malicious QR coding, and 

disseminating this through advertising for relevant products to that country, intelligence 

communities can begin social engineering and network analysis of the country’s 

communities from a new inside-the-loop perspective with the coordination from cyber 

operators. 

D. TARGET AUDIENCE MESSAGING PRODUCTS 

1. Oppressed Population Vignette  

DISCLAIMER: This scenario is purely notional and does not directly represent 

any country or adversary currently facing the United States.  

Country Red is modern technologically capable, yet still developing country 

located in an unstable region of the world with two ethnic groups that have a history of 

conflict and hatred. The majority ethnic group has recently grown and makes up 78% of 

the population but has been suppressed since the civil war 15 years ago. Dictator X is part 

of the minority ethnic group in Country Red, which holds all of the power and continues 

to oppress the majority ethnic group through physical coercion, torture, control of media 

flow, restriction of Internet traffic, controlling cellular networks, placing limitations on 

food and water, and strict enforcement of travel and curfews on the majority ethnic 

group. Within the international community, concern has risen over how the dictator of 

Country Red has been treating the majority ethnic group within the population, after an 

article that was published by a reporter who had spent months living disguised as a 

member of the majority ethnic group in Country Red gained viral status. Due to the news 
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throughout the world, the United Nations (UN) has decided to get involved. The first 

priority of the UN is to negotiate to allow humanitarian aid to the majority ethnic group. 

The UN has voted to intervene and take military action if all other attempts to bring 

change fail.  

The United States has been given the lead on the humanitarian actions and also 

was given the warning order to make plans to take military action if significant change 

does not occur within six months. Information Operations are made an integral part 

within the planning process with an attempt to prepare the information environment 

during the humanitarian aid campaign for any military action to come later.  

During the humanitarian campaign, the IO practitioners decide to implement the 

new techniques of utilizing QR codes for dissemination of information. QR codes are 

printed or attached on all humanitarian aid rations, water containers, and on to hygiene 

instruction pamphlets. Unique identifiers are contained within most coded URL links, 

allowing the location of each QR-linked web request to be correlated to specific locations 

and even message types (food, water, electricity, etc.) through web-based analytics of 

Internet routing and traffic flow. Mobile applications whose downloads are linked to QR 

codes and that utilize location services and geo-location are created, ranging from 

entertainment to news dissemination platforms for download by target audiences. UN 

workers lead instruction and demonstration on how to use QR codes and created 

applications resulting from the QR codes, which are given prior to all groups entering 

into the aid distribution centers. As with other humanitarian aid and disaster relief 

operations (HA/DR), ad hoc UN run cellular and Wi-Fi networks are set up all around the 

distribution camps to allow access to the Internet and the resources linked through the QR 

code in order to circumvent Dictator X’s control of the cellular networks and Internet 

censorship. Thus, the populace is granted access to the open Internet, connecting them to 

the information distributed by friendly forces. QR codes are created that allow immediate 

access and connection of the scanning device to the local cellular and Wi-Fi networks. 

This also provides the UN forces the access to data traffic resulting in the ability to 

conduct analysis on the data traffic. The traffic analysis is conducted in order to identify 

who, where the physical products and applications are reaching, and establishing 
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baselines. Surges in populace interest on new or trending topics are also thus discernable. 

Since Country Red is only slightly underdeveloped, cellphone ownership has grown and 

become a staple of the population over the past 10 years, allowing for cities that are 

located outside previously laid wired telephone infrastructure to have access to telephone 

communication. This was common knowledge and thus planned for during the 

implementation of the QR concept of operations for the humanitarian aid. 

Ultimately the UN was not satisfied with Dictator X’s changes, as none truly 

occurred over the six month humanitarian aid campaign. Country Red’s military forces 

began to posture as soon as the humanitarian aid operations began. US-led military action 

directed by the UN begins and the transition from humanitarian to military action focused 

IO messaging begins. Such messages are disseminated via the ad hoc networks 

established and mobile applications downloaded during the previous humanitarian aid 

period. Posters and leaflets are disseminated throughout Country Red’s cities to the 

oppressed majority ethnic group. Safety and secrecy in receiving IO products is made 

possible for the oppressed majority because they do not have to physically carry anything 

other than the phone with them, no leaflet or pamphlet need to be carried by the 

concerned populace. Posters in town are quickly scanned and read later, as to not make 

the interested individuals a target for patrolling Red military forces. Based on interest and 

feedback, the majority ethnic group receives the messaging favorably and the MOEs and 

MOPs associated with the messages measure in a timely manner via the feedback 

received through the analytics made possible by QR codes and cyber capabilities. 

IO practitioners also anticipate Country Red’s military leaders and tactical level 

military forces also scanning QR codes intended for other target audiences. Honeypots 

and similar cyber-related capabilities are planned and executed through messaging and 

targeting of the military and country leaders. Through the scanning of these codes , 

perhaps triggered by contradictions in the location or responses, identification of key 

hostile leaders occurs and ultimately their locations are discovered. Tracking occurs via 

the geo-location capabilities built into the ad hoc network infrastructure and mobile 

applications geo-location services. The intelligence gathered by these technical means 

proves to be invaluable.  
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 From these UN missions against Country Red ranging from the start of the 

humanitarian aid until the end of the military actions, the concept of operations proves 

true for the use of QR codes as a means to provide feedback and more efficient MOEs 

and enhanced MOPs for IO messaging campaigns. IO communities begin to explore 

more technically driven avenues for message dissemination enabling greater, quicker, and 

more accurate feedback from the messaging. Figure 20 shows a small and simple glimpse 

at the potential avenues to message an oppressed target audience when providing an ad 

hoc cellular network for connectivity.  

Media

Humanitarian Aid Potential Messaging Scenario

Ad Hoc 
Coalition 
Network

Oppressed Populace

 

 Oppressed population scenario shows the potential applications of Figure 20. 

products resulting from the oppressed population scenario in the 

vignette. 
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2. Leaflet to QR Code Example 

Figure 21 is an example of a word-for-word translation from leaflet to QR code of 

an actual leaflet disseminated during the North Atlantic Treaty Organization (NATO) 

actions taken in during the 1998 Kosovo conflict. As is shown in Figure 21, the leaflet 

consists of two sides and uses two QR codes to present both portions of the leaflet. The 

top corresponds to the QR code to its right, and the bottom corresponds to the QR code to 

its left. The NATO emblem overlays onto the QR code after the QR’s creation was 

complete; with the help of forward error correction, the QR code is still readable. 

 

 NATO leaflet converted to QR with NATO Emblem superimposed. Figure 21. 

Adapted from Friedman (n.d.). 

Figure 22 shows the QR code scanning via the QR reader for iPhone application. 

Many different QR code scanning applications are freely available on Apple’s application 

marketplace and on similar android-based application marketplaces. Some complications 
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do arise when scanning the top right QR code from Figure 21, as the coding is very 

dense, but not fully packed to programming capacity. The NATO emblem overlay 

combined with the density of the pixel imagery is what leads to complications. However, 

Figure 22 shows the top right QR code from Figure 21 after successfully scanning, which 

took two attempts. The results are clear and show the word for word message from the 

leaflet, combined with a URL link to NATO’s official website. URL links that lead to 

data transmission over cellular and Wi-Fi networks allow for the data collection and 

analysis. Readers are encouraged to scan these QR codes (and all others appearing in the 

thesis) to confirm the effectiveness of these standards-based techniques.   

 

 This shows the results of the front side of NATO QR code scanning. Figure 22. 

The top of Figure 21 was scanned using the QR Reader for iPhone, 

as proof that the image with the NATO emblem embedded into the 

middle of an already created and very congested QR code is possible 

due to the use of FEC 
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 NATO QR code in plain text is the result of Figure 22. It is the Figure 23. 
word-for-word representation of the original NATO leaflet to the left 

of the QR code that was scanned. In addition to the plain text, an 
active hyperlink is also provided which will direct traffic to NATO’s 

website. This enables unique capabilities for building MOEs. 

3. Visual Data Channel 

When conducting IO messaging, a product using images that contain data like QR 

codes allow for a few unique capabilities. First, they are very distinct images and once 

exposure to the technical concept of QR code scanning has been achieved, they are 

immediately recognizable to anyone who has prior exposure to the concept. Secondly, as 

has been demonstrated in Figures 17 and 21, there is an ability to overlay another imagine 

overtop or even within the pixels. The pixels are not limited to black and white, but can 

also vary in color and combination of images within. The images within can create 

knowledge of what information or service the QR code contains and lends credibility of 

the QR code, making users feel more comfortable to scan the code. Figure 24 shows a 

QR code depicting the YouTube colors and logo as well as the results from the scan. This 

QR code demonstrates the capability of directly connecting the user to a link or website 

by simply scanning the code with a QR code scanning application. This particular QR 
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code immediately directs the user to the video “QR Code generator by Unitag – Tutorial” 

in English. After opening the link as a result of scanning, the user simply has to touch the 

play button on the screen and the video starts playing. Figure 25 is an example of how the 

image of the Twitter logo can be created within the pixels. It also shows the resulting 

direct connection to the Twitter website where the Tweet “I just created a QR Code using 

@scanovatech QR Generator http://bit.ly.scnvqrcode” is ready for the user to post to their 

personal Twitter account. Simply with the push of a button, the user can post the Tweet 

without typing a single character.  

The visual nature allows the message to remain present for longer periods of time 

than information presented over loudspeaker, radio, television, or other audio channels. 

Allowing a message to remain present in the physical dimension for a longer period of 

time will increase the probability of exposure to more members of the desired target 

audience. This visual nature of QR codes also links back to the covert in the open 

concept, as the image is static and does not emit any form of energy that is detectable 

without a visual observer within line-of-sight. Another benefit of the visual nature is that 

once the QR code is in place, if so chosen, they are capable of creation with no link back 

to the group or organization that creates and places the QR code. This is obviously 

contrary to the capability of placing definable images within the pixels, but shows the 

versatility of applications within the visual nature of QR codes.  
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 The YouTube QR code shows this direct link to video as a result of Figure 24. 

scan. Source: Postman (2011). 

 

 The Twitter logo integration into QR code and result in Figure 25. 

identifiability of the QR code and shows the result of the scan. 

Source: Postman (2011).  
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4. Universally Unique Identifier (UUID) 

Universally unique identifiers (UUID) are a 32-byte hexadecimal number that is 

unique to every generated code. A number this large is so unique that you would not be 

able to generate an unique number could be generated at a rate of 1,000,000,000 UUIDs 

per second for one year and the probability of a duplicate is under 50%. Each living 

person could be assigned 600,000,000 UUIDs and the probability of duplication is still 

50% (Online GUID Generator, n.d.). The concept behind this is to be able to assign a 

unique number to many different individual items. Each item can be given a different and 

specific code with a very low probability of duplication. The generation and 

implementation of UUIDs is governed by the Request for Comments (RFC) 4122. A 

specific and unique is possible for assignment to each QR code that is created in order to 

track a specific item or message that the QR code is assigned to.   

5. Identify Friendly, Foe, Neutral (IFFN) 

The identification features that can be associated with QR codes through data 

analytics discussed in Chapter III, lead to the ability to identify the recipients of 

messaging products. When the identification of recipients integrates with the ability to 

identify or assign identity to individuals from anonymous data then the intelligence 

communities and IO practitioners are able to classify target audiences as friendly, foe, or 

neutral. Identifying different target audiences is beneficial to measuring the performance 

of messaging resulting in the ability to achieve better message effectiveness. This is 

because the narratives associate with a message, which is not necessarily the same for 

each audience since the influence, effect, or behavioral change desired usually differs 

between audiences. An effect on a foe is to surrender without fighting, whereas the effect 

for a neutral audience is avoiding support to the enemy’s actions. Separating and 

identifying audiences is essential for truly measuring performance of the messaging, and 

when evaluating the message’s effectiveness. Since messaging narratives differ between 

audiences, identification of audiences during evaluation of the effects allows for 

exclusion of unintended effects from the MOE evaluation. Analysis of the separated 

audiences allow for early identification of the unintended effects on the campaign.  
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Identification of friendly, foe, and neutral is not limited to the MOE and MOP 

portions of IO campaigns. Data analytics offer the capability to geo-locate where each 

QR code scan is physically conducted. The details of how this is possible are outside 

scope of this thesis but can be explored for further application purposes, however much 

of the capabilities to geo-locate fall within the realm of the cyber operations IRC, since it 

requires analyzing Internet routing and traffic characteristics to identify location. 

Conducting and utilizing geo-location with the identification features in QR codes for the 

groups or individuals creates more refined capabilities for military targeting in 

intelligence, IO, and ground forces communities. A known enemy target’s physical 

location is pinpointed when the identifying characteristics of his or her known device 

surface through the analytics provided by the scanning of messaging product with an 

associated QR code. Similarly, QR code related pamphlets and leaflets will then track 

how far the physical product spreads throughout the area of operations with the geo-

location features. This becomes beneficial if a product is interesting enough for an enemy 

combatant to grab the product and pass it through his or her chain of command. Each 

scan of the product will lead to a new physical geo-location of that specific product, 

which then leads to the ability to track the travel routes taken as well as location of 

potential key enemy individuals. The uses of geo-location features that are associated to 

the individual messaging product have more potential benefits than currently realized. 

E. OBSERVE, ORIENT, DECIDE, ACT (OODA) APPLIED TO 

INFORMATION OPERATIONS (IO) 

Understanding the potential interaction between friendly, foe, and neutral is 

essential for any successful IO campaign, however this interaction is never as simple as is 

represented on paper. A perfect example of the complexities comes from the former 

commander of International Security Assistance Force (ISAF), General Stanley A. 

McChrystal, when he was briefed the slide in Figure 26 during his time leading American 

and NATO forces in Afghanistan. The slide design is to convey the American military 

strategy and the complexity of the interaction of all elements of the war in one not so 

simple slide. The slide fails to portray any reasonable path to understanding of the 

operating environment. General McChrystal emphasized such complexity by reacting, 
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“When we understand that slide, we’ll have won the war” (Bumiller, 2010). Similarly, 

when we understand the interaction between target audiences and IO practitioners, we 

will have successful IO campaigns. Given the steady incremental understanding 

demonstrated through the evolution/revolution of direct marketing, the potential 

evolution/revolution of directed Information Operations is much more predictable and 

better understood.  

 

 This figure shows “simple” complexity of the Afghanistan operating Figure 26. 

environment. Source: Bumiller (2010). 

1. OODA Loop Principles 

The Observe, Orient, Decide, Act (OODA) loop was created by United States Air 

Force (USAF) Fighter Pilot Colonel John Boyd as a way to explain the decision-making 

process of pilots in air combat. Commonly in the fighter pilot community, a pilot will 

observe his opponent first then orient himself against that opponent. Once oriented the 

pilot decides what action to take against his opponent, which leads to observing the result 

of that action and forcing the loop’s process again. The goal of the OODA loop in the 

application of fighter pilots is to outperform the opponent and get inside the opponent’s 
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OODA loop. In other words, make the fighter pilot’s own OODA loop process faster and 

tighter to the point where the opponent’s OODA loop is not able to keep up and they can 

no longer react to the actions of the fighter pilot. The linkage from the opponent’s act to 

observe is essentially broken. For the OODA loop’s original concept, speed is the central 

advantage. Figure 27 shows the process.  

Opponent

OODA Loop Principles

 

 Examining the OODA loop process principles, especially for Figure 27. 
combat, shows that shorter cycle times mean “getting inside 

opponent’s OOD loop” and are a critical concept for controlling the 
pace and dominating conflict. 

The basic concept of the OODA loop is simple and applicable to many different 

situations and applications. Its application is relevant to how a NFL quarterback makes 

pre-snap adjustments, or how a teacher adjusts a lesson plan in the middle of a lecture 

based upon the students’ reaction to the concepts being taught. Smith took Boyd’s OODA 

loop and applied it within the action-reaction cycle described in Effects-Base Approach to 

Operations, as shown in Figure 28. This application of the OODA loop concept inside an 
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effects oriented observation, which is what IO is designed to achieve; effects, influence, 

or behavioral change. The Orient step and Decide step are within the cognitive domain. It 

is interesting to see the overlap of the orient and decide steps in Figure 28, because it 

shows the importance of orientation within the decision-making process.  

 

 Examining the OODA versus Action-Reaction Cycle results in Figure 28. 

integration. Source: Smith (2006). 

Military application has kept the concept of the OODA loop typically simple. 

However, in 1996 while Col Boyd presented for one of his last times to military decision 

makers, the OODA loop was not as simple, and it began to show the inherent complexity 

of the decision-making process. The Observe step gains feedback through both the 

Decide and Act steps, and allows feed directly into the Orient stage and out to the Decide 

or potentially straight to the Act stage. Figure 29 represents this newer concept of the 

OODA loop. The OODA loop is a beneficial tool to represent the information flow of 

messaging narratives within the complex information environment that IO practitioners 

operate within. 
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 Boyd’s final OODA loop concept is more complex than originally Figure 29. 

thought. Source: Boyd (1996). 

2. IO Practitioner Perspective 

First, before using QR codes, the IO perspective of the OODA loop of a IO 

practitioner who is disseminating a product, i.e., a traditional leaflet or pamphlet that does 

not have the ability to provide the sort of feedback that a product with QR code and data 

connectivity offers is presented. The deficiency of feedback will lead to weak messaging 

and the lack of ability in efficiently measuring effectiveness and performance of the 

message. Figure 30 shows the weakness of current IO capabilities to measure IO 

messaging of target audiences through traditional metrics, such as ground collection of 

atmospherics and intelligence from the human interaction with target audiences. The 

weakness is also attributed to the timeliness of current feedback mechanisms provided by 

the IRC. Once practitioners release an IO product, the Act step of the OODA loop, they 

will shift immediately into the Observe step in order to see the effects of the message. 

With a lack in the ability to immediately observe and gain direct feedback from the 

interaction with the IO product, the shift from Observe to Orient becomes weak. This 

leads to a weaker Decide step than desired, and ultimately affects the ability to adjust a 

previously released message through dissemination of new products in order to achieve 

the desired effects on the target audience. In effect, actions are decided upon repeatedly 

with no effective feedback.  
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Observe
HUMINT/SIGINT collect on RFI’s derived 

from product dissemination days to 
weeks later  

Act
IO team disseminate modified 

message,  continue with current 
message, or terminate messaging

Orient
Simple analysis of information 

gathered from RFI’s 

Decide
Modify message or discontinue, 

assuming feedback occurs in a timely 
manner 

Friendly IO Perspective
(Product without QR Code)

Leaflets, HDR, Water, 
Billboards, Posters, 

Newspapers, TV Ads, etc.

Weak or Uninformed 
Assessment

Difficult to Measure
Leaves a Gap

Weak or Uninformed 
Decision

 

 The IO Practitioner’s OODA loop without QR code as a data Figure 30. 

channel is incomplete and open-ended, not providing direct feedback 

from target audiences. 

The change in the IO practitioner’s OODA loop when disseminating a product to 

the target audience that has a QR code printed on it, or a similar technology that enables 

direct and immediate feedback, shown in Figure 31. Establishing the optical 

communication channel using cyber and web-related analysis technologies, which QR 

code technology provide assists members of the target audience to create a feedback 

channel that makes the linkage between the act of product dissemination to the 

observation of the target audience’s reaction to the product’s message more accurate, 

timely, and valuable. When this feedback channel is established, the Observe step is now 

as efficient as when a fighter pilot visually observes the actions of his opponent flying in 

combat with him. Increased capability to observe, results in an improved ability to orient 

the feedback, leading to knowledge of the feedbacks physical origin and to ability to 
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identify whether the audience is friend, foe, or neutral. The ability to analyze whether the 

message reaches the correct audience and is beginning to produce the desired effect, 

influence, or behavioral change through cyber-based analytics allows for decision making 

in the follow-on iteration of the OODA loop decision-making process. The increase in 

timeliness and quality of feedback on the effectiveness and performance of the message 

will allow for IO practitioners to stay ahead of negative or unintended effects by 

adjusting messaging to terminating messaging before more damage is done. 

Observe
Feedback from uniquely logged 

message/product, i.e. number of replies 
from QR scans, source of scan, scan 

geolocation, etc

Act
IO team disseminate modified 

message,  continue with current 
message, or terminate messaging

(Product Changes)

Orient
Infer IFFN from feedback 

influence of recipients and 
determine if message has desired 
effects on the desired audience 

Decide
Adjust message appropriately to better 

achieved desired effects on target 
audience or continue current strategy

Friendly IO Perspective
(Product with QR Code) 

QR Code printed on Leaflets, 
HDR, Water, Billboards, 

Posters, Newspapers, TV 
Ads, etc. to break through 

traditional barriers and 
enable feedback loops 

IO Product
Message + QR Image

 

 The IO Practitioner’s OODA loop with QR code as a feedback Figure 31. 

channel becomes more valuable and provides opportunity for 

feedback channels. 

3. Target Audience (TA) Perspective 

The target audience (TA) also has their own OODA loop associated with the IO 

products dissemination both as individuals and in aggregate. Figure 32 depicts the target 
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audience’s OODA loop. The target audience sees and scans the product that has the QR 

code printed on it. Whether or not the populace chooses to interact after this point, 

message delivery feedback is still provided back to the originators of the product. If there 

is an option to present to download an application or interact via a web browser or other 

cyber means, then interacting or not interacting is a form of observable feedback 

provided by the benefits of enhanced QR code technology. Strictly, from the action of 

observing the product through scanning of the QR code, IO practitioners have a greater 

visibility into potential effectiveness of their message.  

Observe
IO Product with QR Code is introduced 

and scanned by TA
(Notices New Message/Product)

Act
TA shows action or no action from 

decision made, ex. violent 
demonstrations or staying in 

homes

Orient
Product’s information is analyzed 

by TA 

Decide
TA’s cognitive process reacts positively, 

negatively or remains uninfluenced 
against current reality

Target Audience Perspective

QR Code printed on Leaflets, 
HDR, Water, Billboards, 

Posters, Newspapers, TV 
Ads, etc. to break through 

traditional barriers and 
enable feedback loops 

IO Product
Message + QR Image

 

 The target audience’s OODA loop for a product using a QR code Figure 32. 

helps to show potential influence. 

4. Interaction between Loops Becomes Detectable and Actionable 

The fighter pilot scenario associated with the original concept of Col Boyd’s 

OODA loop shows that the purpose is to process through the loop faster than the 
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opponent does in order to break their loop process. In this IO concept of the OODA loop, 

the objective is not to break the target audience’s OODA loop, but to insert influence into 

the target audience’s loop in order to obtain a desired behavior or effect. The loop of the 

IO practitioners links in two places with the target audience’s loop. Figure 33 shows the 

interaction between the two loops as well as where the loops connect to each other. The 

IO practitioner’s Act step feeds into the target audience’s Observe step. This is how the 

influence is achieved, the interaction of these two steps.  

Information Operations OODA Loop and 
Target Audience OODA Loop Interaction

Decide

Orient Act

Observe

Target 
Audience

Information 
Operations

 

 The interaction of the target audience and IO Practitioner OODA Figure 33. 
loops brings clarity to the current issue in MOE observations. IO 

Practitioner’s actions are observed by Target Audience, while Target 
Audience’s actions are observed by IO Practitioners. 
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However, two loops or circles that intersect, by nature, cannot intersect in just a 

single place. Therefore, there must be another portion where the two OODA loops 

intersect. In Figure 33, the second intersection point is encircled by a dashed red oval. 

This is where the target audience’s Act step, or reaction to the product’s message, 

interacts with the IO practitioner’s Observe step to begin a follow-on iteration of the 

OODA loop process. Currently this step is where the weak link in measuring 

effectiveness of IO messaging lies.  

The weak link is incredibly important to identify. IO practitioners are attempting 

to influence how the target audience orients themselves to the information provided by 

the message presented to the target audience in their information environment. When this 

is achieved, the target audience will act in the manner that the IO practitioners desire. 

This cannot occur without proper orientation to the message itself. The act is a result of 

the decision that is influenced by the observation. An inability to observe the desired act 

of the target audience means that it becomes incredibly more difficult to influence the 

Orient stage of the target audience, which leads them to the decision to act. Without 

proper orientation, the desired influence is not possible.   

F. INFORMATION OPERATIONS (IO) DIRECT FEEDBACK CHANNEL 

In order to develop a stronger link to target audience reactions, concepts will be 

combined to provide a better idea of how to establish the direct feedback channel for IO 

practitioners to observe the effectiveness and performance of the message. Since it has 

been stated that the ability to measure the intangible nature of the cognitive aspect of 

human decision making is incredibly difficult, then providing a direct feedback channel 

for those humans (to whom cognitive process is targeted) to directly interact with means 

an increase of accuracy in measuring the effects, enhanced MOPs and a decrease in the 

difficulty of gaining the feedback.  

Printing QR codes onto IO products or totally replacing traditional IO products 

with QR images helps individuals to create a direct feedback channel to IO practitioners 

via web-based applications and analytics. Even placing QR codes onto physical objects 

like water bottles, humanitarian rations, or the side of a building turn everyday objects 
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into IO messaging platforms with a direct feedback channel. This channel is established 

when the target audience scans the QR code from any mobile device that has connectivity 

to a cellular or wireless network that allows for data transmission. When the QR code is 

scanned, the related technology that has been associated with, or programmed into, the 

QR code begins to collect information about the device’s characteristics and 

identification features, as well as the geo-location of the scan via Internet routing and 

traffic characteristics. This data is able to be combined with other intelligence processes 

to identify individual or groups.  

The individual interaction of the user with the product that they see after the QR 

code is scanned also provides feedback to the IO practitioner through MOEs and 

enhanced MOPs. The link has been established but the ability to analyze the effectiveness 

and performance of the message is now created. The individual that is interacting with 

the platform presented by the QR code, like a survey, website or application, provides 

direct feedback to IO messaging by answering questions or even just clicking on links. 

Surveys can be administered over the QR code link, which allows for direct feedback 

from the target audience to the IO practitioners. Another example is an application that 

provides the target audience with some form of interactive entertainment or relevant and 

useful service. Analysis of how long the individual interacts with the product is also 

valuable information indicative of effectiveness and performance. The number of times 

the product is shared over social media or from that person’s device can also be an 

indicator of how effective, through positive or negative language associated with the 

share, and the performance of the message. Through other cyber related capabilities, 

further analysis and monitoring, such as geo-location via location services of 

applications, is possible to continue measuring the effectiveness and performance of the 

message. Providing a platform that has connectivity to data transfer creates an ability to 

interact directly with the user.  

G. SUMMARY 

Due to the shortfalls within current IO messaging capabilities and techniques, the 

ability to measure the effectiveness of the messaging is currently lacking. The MOEs 
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assigned to specific IO effects tend to be difficult to measure and the MOPs are deficient 

in accuracy due to the one-way nature of most messaging. QR codes offer application for 

many different IRC, not just in MISO related messaging products. However, the 

combination of cyber capabilities enables the ability to gain direct feedback channels 

from the optical communication channel that is QR codes due to their visual nature. The 

idea that the IO practitioner’s OODA loop directly interacts with the target audience’s 

OODA loop not only in the dissemination of the message but in the observation of the 

reaction to the message by the target audience, leads to the necessity to view the 

messaging process as a bidirectional interaction process. This bidirectional interaction 

requires the direct feedback channel that the capabilities that QR codes combined with 

other cyber and web-enabled capabilities offer.  
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VI. CONCLUSION AND RECOMMENDATIONS 

A. CONCLUSIONS 

Currently, communications signals within the RF range of the EMS can be 

intercepted without much effort, and since the adversary Electronic Warfare technologies 

are advancing quickly, these signals are quite easily exploited by enemy capabilities. 

Technology has advanced to the point of being able to triangulate the origin of the 

transmitted signal. This can then become problematic when trying to maintain the 

element of surprise or secrecy during a covert operation, planned attack, when the 

adversary forces have the capability to restrict the RF range of the EMS especially during 

ship-to-shore movement of amphibious operations. The necessity for optical 

communications as a bidirectional channel for communication is now apparent. From this 

concept flows the use idea the QR codes offer a bidirectional communications capability.  

While most of the works prior researched on QR code relates strictly to optical 

communication there has been no mention its potential use in Information Operations 

(IO). There are potential uses for QR code and optical communications employment 

during amphibious operations as well as in the IO IRC, specifically intelligence, MISO, 

deception, cyber operations, civil affairs, and public affairs. The implementation of the 

QR codes can lead to significantly enhanced abilities for messaging target audiences by 

providing a direct feedback channel or loop to measure the effectiveness of the 

messaging.  

First the idea of the QR codes being an optical communication channel is 

important. This provides for the concept for a two-way communications capability via 

QR codes. Next the concepts of data collection and personalized advertising provided by 

direct marketing must be utilized. The ability to collect data from a simple online 

purchase, advertisement click, or link visited enables advertising and marketing agencies 

to analyze this data and in turn see how effective their campaigns are. If the 

advertisements do not seem to be working, the firms are provided data and reason to 

adjust. From this data, they are able to also adjust personalized advertising to the target 
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group based upon interest and feedback shown via purchases and data traffic analysis. 

These direct marketing techniques are possible through the use of the QR code’s optical 

communication channel and potential connectivity to communications networks. A 

broader messaging capability will be provided by the scanning of a QR code that directly 

links to websites or videos, as well as the ability to analyze the individuals and groups 

scanning the QR codes. Ultimately, the capability that QR codes provide for a direct 

feedback channel for IO messaging via an optical communications channel will allow for 

a better-connected and more-efficient Marine Corps and IO community through more 

accurate, effective, and timely MOEs and enhanced MOPs.  

B. RECOMMENDATIONS FOR FUTURE WORK 

1. Image Overlay Tool for QR Creation  

The use of FEC when creating QR codes is a beneficial asset, however as many 

current QR code creation websites already offer the ability to integrate simple logos or 

shapes into the creation process, the need to use FEC for manually overlaying images 

should be investigated. Potentially an image overlay tool can be created where more 

complex logos and emblems can be integrated during the creation process rather than 

after the QR code has been created, which will require a lesser degree of FEC. 

2. Alternative Optical Communications Channels 

While QR codes do offer a new capability for optical communications, during the 

research Li-Fi, OWC and other free-space optical communications technologies where 

investigated. More research into the development of other optical communications 

channels for military application as alternatives to RF communications will might yield 

interesting concepts for current communications dilemmas.  

3. Identify Friendly, Foe, Neutral (IFFN) Combat Capability 

QR codes have application outside amphibious operations and IO campaigns. The 

use of QR codes to identify and track individuals, vehicles or equipment has potential for 

application within physical security. The use of unman aerial vehicles (UAVs) to scan an 

area to keep it secure becomes an option when all friendly personnel and vehicles have a 
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QR code physically displayed atop their heads or roofs. The concept of universally 

unique identifier (UUID) can be applied to these QR codes as well. When imagery is 

transmitted, a system has the ability to analyze images for QR code-like imagery and then 

process the QR code image. This allows for passive identification of individuals on the 

battlefield without the use of a blue force tracker or similar RF-transmitted tracking 

devices and acts as a force multiplier. Further exploration of this concept is suggested.   

4. QR Code Data Analytics 

The ability to conduct analytics via the scan of a QR code by a device connected 

to a network was referenced within this thesis. Proving this concept and identifying 

weaknesses through application of this are recommended. Further, attempts to separate 

multiple scans by different users to provide analysis of users will yield beneficial 

information for future research and application.  

5. QR Code Applications Research 

Research into the potential application avenues of QR codes should be conducted, 

and experimentation of each application. Currently this thesis shows examples of the 

ability to directly link QR codes directly to social media communities like YouTube and 

Twitter. Research into the benefits of directly linking to social media, Wi-Fi networks, 

contact information, etc., has the potential to lead to new applications for alternative 

access avenues and other tactical implications. The specific concept of geo-location needs 

to be further explored in order to assess the benefits thereof.  

6. Malicious QR Code 

The capability that QR codes offer as an avenue into a network or system for 

offensive cyber operations was briefly discussed in this thesis. Further research at a 

classified level will yield the potential application for more cyber capabilities offered by 

QR code scanning. Gaining access can be difficult for cyber operations, but a stagnant 

and passive QR code does not typically register in the minds of individuals has a harmful 

vector.   



 94 

7. Mobile Application Downloads 

Many of the MOE and MOP enhancements come via geo-location based 

analytics. Mobile applications that target audiences can download offer a potential 

channel for further collection and analytics of target audiences if incorporated into IO 

messaging products. Research  into potential uses for mobile applications in IO 

messaging is recommended. 

8. Enhanced Measures of Performance (MOP) 

While much focus was given to attempting to enhance the capabilities for MOE 

collection, through this research it was identified that the delivery accuracy and 

measurements of URL-linked QR codes and other web-based products allows for 

enhanced performance measurements. Further research into the benefits of enhanced 

MOPs is recommended.  

9. Direct Marketing Specialties 

A more in depth research of the specialty areas of direct marketing should be 

conducted. While traditional marketing might not be applicable to a combat environment 

for IO, the benefits of direct marketing are clear. A major goal of direct marketing is to 

gain a measurable response. It takes aim at advertising in ways and mediums that provide 

a measurable response or better known within military terms as the MOE.  

10. Election Marketing and Populace Analytics 

During conversation, discussing other potential market analysis, election 

campaign marketing and analysis was brought up. The idea of electoral analysis feedback 

through current election campaign marketing has the potential to open or reveal different 

techniques for measuring the atmospherics of a target audience in order to obtain a 

baseline and detect any change in attitude.   

11. Previous Marketing Concept Failures within IO 

Potentially a deeper look into how marketing tactics have been implemented into 

past IO communities could yield a better understanding of how direct marketing differs. 
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The differences will potentially overcome the failures of past implementations. For 

example, how does the direct feedback and measuring that data collection and analysis 

offer make it far more effective now than when only using traditional marketing 

techniques.  

12. IO Research Development Test & Evaluation (RDT&E) 30-year 

Strategic Recommendations 

The conduct of this work resulted in the following assessment to useful future 

efforts in IO by Dr. Don Brutzman and Steven Iatrou.  

 Information Operations (IO) is a broad integrating strategy including all 

Information-Related Capabilities to affect decisions. 

 Navy/USAF focus on IO effects is currently Electronic Warfare (EW), 

ElectroMagnetic Maneuver Warfare (EMMW), Spectrum Management 

and Cyberspace. 

 USMC/USA focus also includes effects on populace, typically 

accomplished through a variety of interpersonal communications. 

 A current Naval gap is limited understanding and ability to exploit the full 

potential effects and influence of IO. 

 An important goal is integration of joint operations across EM, Cyber and 

cognitive spaces. 

 RDT&E goals for IO need to focus on sociological and psychological 

effects on populations of interest. This is primarily a social challenge, 

catalyzed by communications pathways. (personal communication, May 3, 

2016) 
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APPENDIX A. SUMMARY OF INFORMATION-RELATED 

CAPABILITIES (IRC) 

This appendix is taken from the related work of Edward Lipositz’s master’s 

thesis, which is to be published during the same period as this thesis. 

The following definitions have been adapted from Joint Publication 3–13, 

Information Operations in order to provide a concise introduction to the IRC. For more 

detailed explanations, please refer to the aforementioned publication. 

 

 Strategic Communications (SC)- a whole of government approach [that is 

facilitated by interagency coordination.] [SC engages] key audiences 

through the use of coordinated programs, plans, themes, messages, and 

products synchronized with the actions of all instruments of national 

power. 

 Public Affairs (PA)- comprises public information, command information, 

and public engagement activities directed toward both the internal and 

external publics with interest in DOD. External publics include allies, 

neutrals, adversaries, and potential adversaries. When addressing external 

publics, opportunities for overlap exist between PA and IO. 

 Civil-Military Operations (CMO)- [the execution of] functions normally 

provided by the local, regional, or national government, placing them into 

direct contact with civilian populations. CMO activities establish, 

maintain, influence, or exploit relations between military forces, 

governmental and nongovernmental civilian organizations and authorities, 

and the civilian populace in a friendly, neutral, or hostile operational area 

in order to achieve U.S. objectives.  

 Cyberspace Operations (CO)- the employment of cyberspace capabilities 

where the primary purpose is to achieve objectives in or through 

cyberspace. Cyberspace capabilities, when in support of IO, deny or 

manipulate adversary or potential adversary decision making, through 

targeting an information medium (such as a wireless access point in the 

physical dimension), the message itself (an encrypted message in the 

information dimension), or a cyber-persona (an online identity that 

facilitates communication, decision making, and the influencing of 

audiences in the cognitive dimension).  

 Information Assurance (IA)- necessary to gain and maintain information 

superiority. [IA is employed] to protect infrastructure in order to ensure its 



 98 

availability, to position information for influence, and for delivery of 

information to the adversary.  

 Space Operations- support IO through the space force enhancement 

functions of intelligence, surveillance, and reconnaissance; missile 

warning; environmental monitoring; satellite communications; and space-

based positioning, navigation, and timing. 

 Military Information Support Operations (MISO)- planned operations to 

convey selected information and indicators to foreign audiences to 

influence their emotions, motives, objective reasoning, and ultimately the 

behavior of foreign governments, organizations, groups, and individuals. 

MISO focuses on the cognitive dimension of the IE. 

 Military Deception (MILDEC)- actions executed to deliberately mislead 

adversary decision makers, creating conditions that will contribute to the 

accomplishment of the friendly mission. 

 Operations Security (OPSEC)- a standardized process designed to meet 

operational needs by mitigating risks associated with specific 

vulnerabilities in order to deny adversaries critical information and 

observable indicators. OPSEC identifies critical information and actions 

attendant to friendly military operations to deny observables to adversary 

intelligence systems.  

 Electronic Warfare (EW)- securing and maintaining freedom of action in 

the electromagnetic spectrum for friendly forces while exploiting or 

denying it to adversaries.  

 Key Leader Engagements- deliberate, planned engagements between U.S. 

military leaders and the leaders of foreign audiences that have defined 

objectives, such as a change in policy or supporting [the commander’s] 

objectives. These engagements can be used to shape and influence foreign 

leaders at the strategic, operational, and tactical levels, and may also be 

directed toward specific groups such as religious leaders, academic 

leaders, and tribal leaders; e.g., to solidify trust and confidence in U.S. 

forces. 

Additional IRC include, but are not limited to: physical attack, physical 

security, counter-intelligence, Combat Camera, Special Technical 

Operations, and Defense Support to Public Diplomacy. (Lipositz, 2016) 
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APPENDIX B. WIKIPEDIA QUICK REACTION (QR) CODE 

WEBPAGE 

Wikipedia is an online open-content collaborative encyclopedia; that is, 

voluntary association of individuals and groups working to develop a 

common resource of human knowledge. The structure of the project 

allows anyone with an Internet connection to alter its content. Please be 

advised that nothing found here has necessarily been reviewed by people 

with the expertise required to provide you with complete, accurate or 

reliable information.  

That is not to say that you will not find valuable and accurate information 

in Wikipedia; much of the time you will. However, Wikipedia cannot 

guarantee the validity of the information found here. The content of any 

given article may recently have been changed, vandalized or altered by 

someone whose opinion does not correspond with the state of knowledge 

in the relevant fields. (“Wikipedia: General Disclaimer,” n.d.) 

The remainder of this appendix is taken directly from the QR code Wikipedia 

page (“QR code,” n.d.) and converted to PDF by the Wikipedia’s organic capabilities. It 

is a non-standard reference and is included in the interest of completeness for the reader 

to understand the capabilities of QR Code technology. By no means is this intended to be 

a de-facto reference for the development, implementation, or operations of an optical QR 

code communication system. It is provided here as a user reference.  

http://en.wikipedia.org/wiki/QR_code


 100 

 
  



 101 

 



 102 

 
  



 103 

 
 

  



 104 

 
 

  



 105 

 
 

  



 106 

 
 

  



 107 

 
 

  



 108 

 
 

  



 109 

 
  



 110 

THIS PAGE INTENTIONALLY LEFT BLANK  



 111 

APPENDIX C. NETWORK OPTIONAL WARFARE (NOW) QUICK 

REACTION (QR) CODE FLYER 

 Flyer from Network Optional Warfare (NOW) website showing QR Figure 34. 

code streaming capabilities and previous works. Source: Brutzman 

(2015). 

Optical Signaling for Network Optional Warfare (NOW)    
https://wiki.nps.edu/display/NOW/Network+Optional+Warfare  

Optical Signaling refers to Line of Sight (LOS) information transfer using visual means.  Each of 

these techniques has the potential to significantly reduce vulnerability to detection of electromagnetic 
(EM) radio emissions. 

Quick Reaction (QR) Code Streaming 

Quick Reaction (QR) Codes can be used for single messages of 
various sizes or to create a streaming data channel. 

Thesis work 

 Lucas, Andrew, Digital Semaphore: Technical Feasibility 
of QR Code Optical Signaling for Fleet Communications, 
Master’s Thesis, Naval Postgraduate School, June 
2013.  Received NPS Outstanding Thesis Award. 

 Richter, Stephen P., Digital Semaphore: Tactical 
Implications of QR Code Optical Signaling for Fleet 
Communications, Master’s Thesis, Naval Postgraduate 
School, June 2013. Received NPS Outstanding Thesis 
Award. 

 Sokol, Christopher R., “A Study on Using Quick 
Reference Codes in Airport Surface Operations to 
Reduce Accidents and Incidents While Taxiing,” capstone 
project, Embry-Riddle University, 18 June 2013. 

QR Code on King Hall 

NPS thesis work in 2013 investigated the possibility of viewing QR 
codes as a data-signaling mechanism to aircraft.  Here are 
pictures of the completed QR Code on King Hall. 

QR Chat 

As part of our building an open-source application, here is a video 
demonstration of our open-source QR Visual Chat application that 
works without a network. Working nickname: “Digital Semaphore” 
for use in Network Optional Warfare (NOW). 

Interested in learning more, or reporting that you’ve seen the 
rooftop QR code? Your feedback is welcome at qr@nps.edu, 
thanks! 

 

      
http://qr.nps.edu 

 
QR Code on King Hall 

 
QR Visual Chat demo 

https://wiki.nps.edu/display/NOW/Optical+Signaling
https://wiki.nps.edu/display/NOW/Network+Optional+Warfare
http://calhoun.nps.edu/public/handle/10945/34699
http://calhoun.nps.edu/public/handle/10945/34699
http://calhoun.nps.edu/public/handle/10945/34727
http://calhoun.nps.edu/public/handle/10945/34727
http://calhoun.nps.edu/public/handle/10945/34727
https://wiki.nps.edu/download/attachments/325451794/Chri_Sokol_article_2013_June_18.pdf?version=1&modificationDate=1394116523000&api=v2
https://wiki.nps.edu/download/attachments/325451794/Chri_Sokol_article_2013_June_18.pdf?version=1&modificationDate=1394116523000&api=v2
https://wiki.nps.edu/download/attachments/325451794/Chri_Sokol_article_2013_June_18.pdf?version=1&modificationDate=1394116523000&api=v2
http://qr.nps.edu/
http://www.nps.edu/Video/UVE/Embedder/Default.aspx?app=MOVES&mode=flash&media=QRCodeDemonstration.mp4&media_webm=&splash=http://fmsweb.nps.edu/stills/MOVES/QRsplashimage.jpg&usessl=no&width=768&height=432
http://www.nps.edu/Video/UVE/Embedder/Default.aspx?app=MOVES&mode=flash&media=QRCodeDemonstration.mp4&media_webm=&splash=http://fmsweb.nps.edu/stills/MOVES/QRsplashimage.jpg&usessl=no&width=768&height=432
mailto:qr@nps.edu?subject=QR%20code%20feedback
http://qr.nps.edu/
http://qr.nps.edu/
http://qr.nps.edu/
http://www.nps.edu/Video/UVE/Embedder/Default.aspx?app=MOVES&mode=flash&media=QRCodeDemonstration.mp4&media_webm=&splash=http://fmsweb.nps.edu/stills/MOVES/QRsplashimage.jpg&usessl=no&width=768&height=432
http://qr.nps.edu/
http://www.nps.edu/Video/UVE/Embedder/Default.aspx?app=MOVES&mode=flash&media=QRCodeDemonstration.mp4&media_webm=&splash=http://fmsweb.nps.edu/stills/MOVES/QRsplashimage.jpg&usessl=no&width=768&height=432
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Additional references 

 Digital Flashing Light (DFL).  New project referring to 

automation of classic Flashing Light signaling through use 
of QR Code (Digital Semaphore) streaming techniques. 

 TODO:  we are interested in obtaining a pair of Navy 
signal lamps for use in ongoing experimentation. 

 Flag Semaphore display and recognition also appears to 
automatable using digital image analysis techniques. 

 Laser  and Free-space optical communication    

Stay tuned, lots more to follow! 

 Examining correspondences and corollaries between radio and optical domains 

 Radar-absorbing, carbon-fiber clouds, aka “electronic smoke” (7th Fleet Tests Innovative Missile 
Defense System) 

 Ongoing work comparing Network-Centric Warfare (NCW) and Network-Optional Warfare (NOW) 
approaches  

Contact 

All questions and comments are welcome, please let us know what you think.                           
 Don Brutzman, brutzman@nps.navy.mil  +1.831.656.2149 

 

  

http://en.wikipedia.org/wiki/Signal_lamp
http://en.wikipedia.org/wiki/Flag_semaphore
http://en.wikipedia.org/wiki/Laser
http://en.wikipedia.org/wiki/Free-space_optical_communication
http://www.navy.mil/submit/display.asp?story_id=81918
http://www.navy.mil/submit/display.asp?story_id=81918
mailto:brutzman@nps.edu(Don%20Brutzman)?subject=Optical%20Signaling%20inquiry
mailto:brutzman@nps.navy.mil
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